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Hacrosiee pykoBoACTBO MO AKCIUTyaTallMM MpeJHa3HAYeHO ISl O3HAKOMJICHHs OOCITY>KMBAIOIIETO
MepCOHAJIa ¢ YCTPONUCTBOM, KOHCTPYKIIHEH, pab0OTOM M TEXHUYECKUM oOciayxuBanunem KonTpomiepa
nporpamMmmupyemoro yorudeckoro «M3000-T Mucat» Bepcuu 1.21 (manee mo TeKCTy KOHTPOJIIEP
umu I1JIK). Kontposmep Bbemmyckaercs corimacHo TY AILJIP.421455.008 u wmeeT aexiIapaiuro
cootBercTBus TP TC.

B cnenmaneubix Bepcusix 1O kontposmepa X.X5 (mocnemnsis nmudpa «5») Mo CpaBHEHHUIO
C TUIIOBBIMM  BEpPCHSIMH TPU  MPOLIMBKE Npubopa NPUHYAUTEIbHO, 0e3 BO3MOKHOCTH
BOCCTaHOBJIEHUsI, yMeHbInaercs: pazmep EMMC namsTu B 1Ba pasa C LeNbl0 yBEIMYEHHs pecypca eé
paboTHI.

Jannasi Bepcusi KoHTpoJIepa padoraer co Cpenoit Paszpabdorku Macrepckana 4/1 Bepcum
He Humxe 1.2.4.7252.

Cnucox npunsmolx onpeoeneHutl U COKPaAueHULL:
JIKM - jneBast KjaBHIlla MBIIIIH;
APM - aBroMaTH3MpOBaHHOE paboyee MecTo;
IIK — nepcoHaiabHBIA KOMIIBIOTED;
IO — nporpammHoOe oOecrieueHuE;
ModBus — oTkpbIThIii mpoTOKON OOMeHa 1O cet RS-485, paspaboran kommanueir ModiCon,
B HACTOSAIIUI MOMEHT MO/ICPKUBACTCS HE3aBUCUMO opraHu3aruei ModBus-IDA
(www.ModBus.org);
ModBus-TCP — Bepcust nporokosia ModBus, agantupoBannas k padore B cet TCP/IP;
IIVIK — nporpamMmupyeMslil JIOTHUECKUN KOHTPOJLIED;
PaGouwnii peskum — mratHas paboTa 3alporpaMMHUPOBAHHOTO KOHTPOJUIEPA;
FBD (aurn. Function Block Diagram) — rpadwuueckuii s3pIk nmporpamMmmupoBanus cranaapra MOK
61131-3 s mporpaMMHpPOBAaHUS IPOTPAMMHUPYEMBIX JTOIHYECKHX KOHTPOJUIEPOB,;
SFC (amrn. Sequential Function Chart) — rpaduueckuii s3Ik cranmapra MOK  61131-3
MOCJIEeI0BATENbHOTO  (DYHKIMOHAJIBHOIO YIpaBJIEHUs, TO3BOJIAIONIMI OJHO3HAYHO OIPENEIUTh
MOBEJICHUE CUCTEMBbI YIIPABIICHHUS;
LD (anrn. Ladder Diagram) — rpaduueckuii si3bIK pesieiHOM (JIECTHUYIHOM) JTOTuKu ctanaapTa MOK
61131-3;
ST (anmrnm. Structured Text) — He rpaduyeckuii s3bIK BHICOKOTO ypoBHs (Tuma [lackans) crangapra
MO3K 61131-3;
IL (amrm. Instruction List) — He rpaduueckuii 361K HU3KOTO YpOBHs (THIa AccemOiepa) cTaHaapTa
MO3K 61131-3;
Host — ycrpolicTBO, mpenocTaBisoiee CepBUCH (hopMaTa «KIHMEHT-CEpBEP» B PEXHUME cepBepa
0 KaKMM-T100 nHTepdeiicaM U YHUKaIBbHO ONpeIeEHHOE Ha 3TUX HHTepdeiicax;
DHCP (anrn. Dynamic Host Configuration Protocol) — «IIpotokon [dunamuueckoii Hactpoiiku
V3na» — TeXHOJOrHs, MpeJHa3sHaueHHas JUId aBTOMAaTHYECKOro mnpucBoeHus IP-anpecoB ceTeBbIM
YCTPOMCTBAM;
DNS (anrn. Domain Name System «cucrema TOMEHHBIX HMEH») — KOMIIBIOTEpHAs pacnpeaeiéHHast
cucTeMa Ui MOJMy4YeHus: HHPOPMALIUH O JIOMEHaX;
NTP (anrn. Network Time Protocol) — mpoTokos cHHXpOHH3alMU BHYTPEHHUX 4aCcOB KOMIBbIOTEPA
C TAJIIOHOM;
NTP-cepBep — cepBep TOYHOIO BpEMEHM, IPEIHA3HAYEHHBIH JUISI CUHXPOHM3ALUMU BHYTPEHHHUX
4acOB KOMITBIOTEPOB M CETEBOT0 000pynoBaHus 1o mpotokoixy NTP;
UTC (aurn. Universal Time Coordinated) — BcemiipHOE KOOPAMHUPOBAHHOE BPEMS — CTaHAAPT
OTIpeJIeJICHUS] BpPEMEHHU U JIaThl;
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http://www.modbus.org/
https://ru.wikipedia.org/wiki/NTP

WPA2 (aurn. Wi-Fi Protected Access 2) — oOHOBjIEHHas mporpaMma cepTu(UKaIuud YCTPOWCTB
OeCIIpOBOTHOM CBSI3H,

PSK (anrn. Pre-Shared Key) — sT0 cornacoBanublii Kiaou (nacHTH(HKannoHHas ¢pasa), B popmare
ASCII Ha oOoux KOHIIax OECHpOBOJHOIO coeauHeHus. MneHtudukanuonHas ¢pasa T0DKHA OBITh
oT 8 10 63 CUMBOJIOB;

WPA2-PSK — ympoméHHBIH peXuM pabOThl CETH, IMO3BOJISIONIMN HCIIOJIB30BaTh OJWH TMapOJib,
XPaHSIIUICSA HEMOCPEACTBEHHO B MapILIPyTH3aTOPE;

SSID (aurm. Service Set Identifier) — unenTudukarop (Ha3Banue, uMst) OECIIPOBOIHON CETH;

HTTPS (amrm. Hiper Text Transfer Protocol Secure) — pacmmpenne mporokoma HTTP
JUTs IHUPOBAHUS B IEISIX O€30MACHOCTH;

FTP (aura. File Transfer Protocol) — mpotokon nepemaun (haiiios 1o cerTu;

PUTTY — cBOOOAHO pacrpoCTpaHsAEMbIil KIHEHT ISl Pa3UYHBIX [IPOTOKOJIOB YAAIEHHOIO TOCTYIa
Brrouas SSH, Telnet, rlogin u mpemgocTaBistonii BO3MOKHOCTh CBSA3U 10 IMOCJICI0OBATEILHOMY
opry;

SSL (amrsi. Secure Sockets Layer) — ypoBeHb 3aIIUIIEHHBIX COKETOB — KpUOTOTpadUUecKuit
HPOTOKOJT 3aIUThI CBSI3H;

TLS (aurn. Transport Layer Security) — mpoTOKOJ 3aluThl TPAHCIIOPTHOTO YPOBHS — YIIyYIICHHBIN
BapuaHT SSL;

WSS (ot anri. WebSocket Security) — mpoTOKOJ 3al{UThl COSTUHCHHS

HTTPS/WSS — nporokon coenunenuss HTTP mosepx TLS/SSL;

PKI (anrt. Public Key Instruction) — unpacTpykTypa OTKpBITBIX Kitoueil. COBOKYITHOCTh CEPBHCOB
JUTS YTIPABIICHUS KITFOYaMHU M ITUPPOBBIMU CepTU(HUKATAMHE TOJIH30BATENCH, IPOTPAMM M CHUCTEM;

CSR (aura. Certificate Signing Request) — 3anpoc Ha nmosyueHue cepTudukara;

RSA (anrn. ¢amumuu asropoB Rivest, Shamir u Adleman) — kpuntorpaduueckuii anroputm
C OTKPBITBIM KJIFOYOM;

SSH (aurn. Secure Shell) — (6e3omacHast 000704Ka), CETEBOM MPOTOKOJ MPHKIATHOTO YPOBHS
nepenavd JaHHbIX, MO3BOJIAIONIAN MPOU3BOANTh YAAIEHHOE YIIPABICHHE OIEPAIMOHHONW CHCTEMOM
U TYHHEJTHMPOBaHHE.
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1 OBIIUE CBEJEHUSA

Koutpomnep mnporpammupyembiid Jjorundeckuit  «M3000-T HWucat» AILJIP.421455.003
(B manmpHeitmem — koutposuiep wiu I1JIK) npeanasnayen ms:

® COBMECTHOTO  HCHOJb30BAaHUS C  [OJAYMHEHHBIMH  YCTPOHCTBAMH,  pabOTaroIMMHU
o porokory ModBus RTU;

e /Ui CO3JaHMUS  CHUCTEM  aBTOMATHU3UPOBAHHOIO  YIPABJICHUS  TEXHOJIOTHYECKUM
000pyIOBaHUEM U JUCTIETYEPU3BAIIIH.

1.2 Jloruka pab6otel IIJIK ompenensercs mnoTpeOuTesneM B MpoOLECCe MPOrpaMMHUPOBAHUS
KoHTposuiepa. [IporpaMMupoBaHue OCyIIeCTBISETCS C IOMOIIIbIO IIporpaMMHoro obecrneyenus Mucar.
[Ipu 3TOM MOAACPIKUBAIOTCS BCE S3BIKK ITPOrpaMMUpOBaHus, ykazanubie B MOK 61131-3.

1.3 O6nactp MPUMEHEHUS TUIK: CHCTEMBI ABTOMAaTU3UPOBAHHOIO yIpaBJIeHUS
TEXHOJIOTUYECKMM OOOpy/lIOBaHUEM B SHEPreTMKe, Ha TPAHCHOPTE, B T.4. MKEJIE3HOJOPOKHOM,
B Pa3IMYHBIX 00JACTIX MPOMBIIIIEHHOCTH, KUIHIIHO-KOMMYHAJILHOTO U CEJIbCKOTO X0341CTBA.

1.4 KoHcTpyKlMg KOHTpoJulepa HE TMpeaycMaTpUBaeT €ro HCHOJIb30BaHHE B  YCIOBHSX
BO3JICHCTBUS arpecCUBHBIX CPEJI, MBLIH, a TAKXKE BO B3PHIBOMIOKAPOOMACHBIX TOMEIICHUSX.

2 TEXHUYECKHUE XAPAKTEPUCTUKHU
OCHOBHbIE TEXHUUECKUE XapaKTEPUCTUKN KOHTPOJUIEpa IPUBEECHbI B Tabuie 1.

Ta6auna 1 — OCHOBHBIE TEXHUYECKHE XapaKTEPUCTHUKU KOHTPOILIEpa

HanmeHoBaHHMe XapaKTePUCTHKHU 3HauyeHune
OnepalnoHHas CUCTEMa Linux
Cpena pa3paboTku MasterSCADA 4D
BceTpoennas cpena nCIoTHEHUS MasterSCADA 4D
SI3b1KM IpOrpaMMUPOBAHUS FBD/SFC/LD/ST/IL
(Cranmapr MDK 61131-3)
IenTpanbHbIit Iporieccop Cortex™-A9 Core 1.0 Ghz
OOBeM orepaTHBHON MaMsTH (THIT TTAMSITH) 512MB (DDR3 RAM)
O0BeM dHeproHe3aBUCUMON MTaMATH OOIIHI (THTI TAMSITH) 4(8) GB (eMMC)"
O6beM PHeproHe3aBUCHMOM MaMATH JTIOCTYITHO TOJIb30BATEIIO 3,2(7.2) GB (eMMC)"

(THM TaMATH)

1 (HacTpauBaeTCsI B OCHOBHOM 3ajaue)

Bpewms BbIOIHEHUS IIyCTOTO LUKJIA, MUIHCEKYH /T IO MasterScadadD

— nepxarens C/l-xkapTsl
JlomoHNTENEHOE 000PYAOBaHNE — 4achl pealbHOTO BpPEMEHU
— DJICMCHT IIUTAaHUS.

KommgectBo unrepdeticop RS-485 (ranmpBannuecky pa3Bsi3aHbl) 4
KonnuectBo unTepdeiicos Ethernet 1
Komnuuectro untepdericoe USB 1
KonndectBo otinanounsix uarepdericor RS- 232 1
Juana3oH HanpskeHus nuTanus, B ot 10,2 1o 28,4 MOCTOSHHOTO TOKA
[otpebnsemMblii TOK, MA:
— MpH HampsDKeHUH nutanus 12 B He Oonee 260
— IIpu HanpsbKkeHuu nutanus 24 B He Oonee 140
KonngecTBo BX0#0B NUTaHUS 2

1000 (B HOpMaBHBIX YCIOBHSAX)
500 (B ycnoBmsx
MpeaeTbHON/TIOBBIIICHHOW BIaKHOCTH
W/WJIN TIOBBIIICHHON 3aIBbUIEHHOCTH )

DNeKTpuYecKas IPOYHOCTh U30ISIMK TUHUN RS-485 (kak Mexnay
muHusIMA RS-485 1 ocTanbHOM 4acThIO CXEMBI, TaK U MEKIY Pa3sHBIMU
kanagamu TuHuA RS-485), BonbT B TeueHue MunyTthl (AC 500m).
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HaumeHoBaHne XapaKTepUCTUKH

3HaueHHne

Huanazon Temneparyp, °C

ot munyc 40 1o +55

Crenens 3amutsl 00010uky 1o I'OCT 14254-96

P30

Macca KoHTpoJIepa, KI

He 6oitee 0,3

HauMeHoBaHMe XapaKTePUCTUKH 3Hauenne
I"abGapuTHbIE pa3mMepsl KOHTPOIUIEpa, MM 156x107x39
Bpems HenpephIBHOM pabOTHl KOHTpOIIIEpa KpYTJIOCYTOYHO
g:g::;iﬂqliapa%ma KOHTpOJIJIepa Ha 0TKa3 B ACKYPHOM pEKUME He Metee 80000
BepositHOCTD 6€30TKa3HOH pabOTHI 0,98758
CpenHuii CpoK CITy>KObI KOHTPOJLIEPA, JICT 10
Bpems TexHUYeCKOl rOTOBHOCTU KOHTpOJUIEpa K padore, ¢ He Oonee 30

WnayctpuanbHble paglonoMexy, co3jaBaeMble KOHTPOJIIEPOM
o ['OCT P 51318.22 (CUCIIP22—2006) nm. 5.1, 6.1

HE HUXKE TPEThEU CTENEHU KECTKOCTH

VceroitunBocTh K MexaHuueckuM Bosaeiicteusm 1o OCT 25 1099-83

Kareropus pazmerienus 03

VceToiiunBOCTS K KiMMaTndeckuM Bo3aeiicteusaM 1o OCT 25 1099-83

HUCIOJIHEHHE 3

* B 3aBUCUMOCTH OT MCIIOJIHEHHS KOHTpPOJIICPa

3 KOMIIJVIEKTHOCTb
HaumeHoBaHue KOM:I‘I{ECTBO’ ITpumeuanue

Koutpomnep «M3000-T Uucar» AIJIP.421455.003 1
KommtekT 3anmacHbIx gacteit u npuHagiexxuocteit (3UIL):
Mypyn 1-3x25.016 TOCT 1144-80 3
Hrobens 6x30 3
Bunr-camopes 2,2 x 6,5 or. DIN 7982 1
«M3000-T Uucar» AIIJIP.421455.003 P3. PykoBOACTBO MO 3KCILTyaTallMK 1

4 KOHCTPYKIUSA, MOHTAX, IIOJAKJTIOYUEHUE

4.1 Mepsl 6e30nacHOCTH

Mepsi 6€3011acCHOCTH TTPH MOJATOTOBKE U3/IEITHS:

— KOHCTPYKLMS KOHTpOJIJIEpa YIOBJIETBOPSET TPEOOBAHUSM DJEKTPO- M TOXKAPHOUH

6e3omacaoctr o OCT 12.2.007.0-75 u TOCT 12.1.004-91,

— KOHTPOJUIEp HE UMEET Ienei, HaXOIAINXCS TTO/T ONTACHBIM HANPSDKCHHUEM;

— KOHCTPYKLHS KOHTpoOJulepa OOECIeuMBaeT €ro MOKapHylo Oe30MacHOCTh B aBapUITHOM
pexuMe padoThI ¥ TIPU HAPYIIEHUH TIpaBmI dKcIutyaranuu coriacao ['OCT 12.1.004-91;

— MOHTaX, YCTaHOBKY, TEXHUYECKOE OOCIYy)XKHBAaHHWE TPOU3BOJUTH TMPU OTKIFOYCHHOM

HAIIPsSPKCHUM ITUTAaHUA KOHTPOJLICPA,

— MOHT&X U TEXHHUYECKOe OOCITy)XMBaHHE KOHTPOJUIEpa JIOJKHBI MPOU3BOIUTHCS JUIAMU,
UMEIOUTMMH KBaTHU(PUKALNOHHYIO TPYIITY 10 TEXHUKE 0€30MaCHOCTH HE HUXKE BTOPOU.

4.2 KoHcTpyKIHUs

Bremnmii Bu KOHTpoJIIEpa, a Takke rabapuTHbIE U YCTAaHOBOYHBIE pa3Mephl KOHTpOJUIEpa

noka3assl B [Ipunoxenuu A.

4.3 MoHTaX KOHTpOJlJIepa

MoHTaX KOHTpOJUIEpa MPOBOIUTCS CIETYIONIM 00pa3oM:

— KOHTPOJUIEp YCTaHABIMBACTCS HA CTEHAX WJIM JPYTrUX KOHCTPYKIUSAX OXPaHSIEMOTO
MOMEIICHUSI B MECTaX, 3allUIIEHHBIX OT BO3ACHCTBHSA aTMOC(EPHBIX OCAAKOB M MEXAHHYECKUX

MTOBPEKICHHUI;
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— 3aKperuigeTcs KOHTPOJUIep Ha CTeHE B y1oOHOM MecTe. Eciiu KOHTpoJuiep ycTaHaBIUBaeTCs
B HEOXPaHsIEeMOM MOMEIIEHUH, PEKOMEH/IyeTCs yCTaHABIMBATh €r0 Ha BHICOTE HE MeHee 2,2 M OT 10Ja;

— MOHT&X KOHTpoJUiepa Mpou3BoAuTCA B coorBeTrcTBUM ¢ PJ[.78.145-92 "lIpaBuna
MPOM3BOJICTBA M MPUEMKU paboT. YCTaHOBKM OXpaHHOW, TOXKApHOH M OXPaHHO-TI0KAPHOM
curHaigusamuun’.

4.4 TloakJaoueHue KOHTPOJJIepa

Cxema BHEIIHUX MOJIKIIOYCHHM MpUBeeHa B MPHIoKeHu! b.

4.4.1 Tlonkimrouenue nuauii naTepdeiica RS-485.

Jns moakiroueHUs K CETEBOMY KOHTPOJUIEpY IO MaructpalibHOMy uHTepdeticy RS-485
HEe00XO0INMO:

a) koHTakThl "A" 1 "B" moakIr0YuTh COOTBETCTBEHHO K JIMHUAM A U B nntepdeiica RS-485;

0) mogkmounth 1enb  "OB"  koHTpo/uiepa K aHAJOTMYHOM  [EMM  MPEABIIYLIEro

Y TIOCTIEAYIOIIETO KOHTPOJIJIEpOB B MarucTpainu RS-485 (ecnu KOHTpOIUIEphl MOJKIIOUEHBI
K OZJTHOMY UCTOYHUKY IMUTAHUsA, TO 3TO JeNaTh HE 0053aTEeNbHO).

[Ipu npoknaake mnpoBoaa wuHTepdeiica RS-485 pexomeHIyeTcs COENUHATH KOHTPOJUIEPHI
"B nenouky". Ecnu u3 kakux-iaubo cooOpaxkeHuil TpeOyercsi caenaTb OTBETBICHHME 3HAYUTEIbHOM
npotrskeHHocTu (6onee 50 M) oT oOmieit Maructpanu RS-485 (manpumep, i YMEHBIICHUS ATUHBI
kalemnst), TO B MeCTe OTBETBICHHUS PEKOMEHIYETCS YCTaHOBUTH IOBTOpPUTENb UHTepdeiica
"C2000—I1H1".

4.4.2 BxitodeHne KOHTpoJLIepa.

[lepen momaueil muTaHus Ha KOHTPOJUIEP CIEAYET MPOBEPUTH MPABUIBLHOCTH MOIKIIOYCHHUS
HAMPSKEHUS U €r0 YPOBEHb!

— npu HanpsbkeHun Huxke 10 B pabora koHTpoiuiepa He rapanTupyercss (KOHTPOJUIEp
npekpamaeT QyHKIHOHUPOBATh, OJHAKO, U3 CTPOS HE BBIXOJUT);

— MpU TPEBHIIICHUH HAIMpPsHKEHUS MUTaHUs ypoBHS 26 B BO3MOXKEH BBIXOJA KOHTpOJUIepa
U3 CTPOA.

[Tpu momaue Ha [TJIK HampspkeHUsT TUTaHUS JTOMYCTUMOTO JUara3oHa Ha JIMIEBOW CTOPOHE
KOpIyca 3aropaercst uHaukaTop «Pabotay.

5 OIIMCAHHUE U PABOTA U3AEJIUS

5.1 CBeroBast HHAUKALUA

Kontponnep ¢opmupyer Bu3yaldbHbIE CHUTHAJIBI Ha CBETOBBIE HHAUKATOPHI (CBETOIUOJIBI),
pacmojoKeHHbIE Ha JIMIEBOI MaHEeH, OTPaXKaIOIINe COCTOSHUE KOHTPOJIEpa U ero HHTep(hencos.

W3Bemienus, BeIIaBaeMble Ha CBETOAMO b "PaboTa" u cBeToanoasl nHTEp(PEiicoB KOHTpOILIEpa
MIPUBE/ICHBI B Ta0NMHIIaX 2 U 3 COOTBETCTBEHHO.

Tadoauna 2 — Ceetonuon «Padora»
CocTosiHMe KOHTPOJLJIEpa Coaep:xanue u3BelmeHU

Pabountii pexum Nupaukarop BKIItOUEH

Ta6auna 3 — Ceronnoap! nHTEpEHCcOB

CocTosinne unTepdeiica KOHTpoJLIEPa Pexxum cBevyeHus
ITepenaya nmakera Ha uHTEpdEiice Muraet 3e1EHbIN
[Ipuém nakera Ha unTepdeiice Muraer KenTeIM

5.2 IToakJII0YeHHEe KOHTPOJLJIEPA K KOMIIbIOTEPY

[TonkmroueHne KOHTPOIIEpa K KOMITBIOTEPY MPOU3BOIAUTCS C UCIIOIb30BaHUEM:
— wuHTepdeiica RS-232-D no COM-nopty co cneayronumu Hactporikamu: 115200, 8, N, 1,
— wm 1o cetu Ethernet mporpammamu «HyperTerminaly, «PUuTTY» win ux anaioramu.

BHUMAHMUE!!! Jlorunsl B LiNUX-KOHCOJIM 1 BeOKOH(pUTYpaTOope pa3HbIe.

JIoruH noap30BaTeNs 0 YMOIYAHUIO: «I00t».

[Maponp monp3oBaTens Mo yMmoauaHuto: «P@ssword1234».

[To nanHOMY MHTEpdeEiicy mpenocTaBiIseTcs: ToCTyn K Linux-koHconu.
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5.3 HacTpoiika KoHTpoJLJIepa yepe3 Opay3ep

Hacrtpoiika koHTpoJutepa depe3 Opay3ep MPOM3BOIUTCS 3alMCHI0 B aJ[peCHON CTpOKe Opaysepa
komangoii Buma: http://ip_device/bolid_web cfg/, rme «ip_device» — Ttekymwmii cereBoit aapec
KkoHTpoJsutepa (o ymoauanuio 192.168.0.50).

[Tocne BBITTONHEHUS ATOW KOMaHMABI (MpU MPSAMOM MOAKIIOYCHUH C HacTpoilikamu |IP-agpeca
k koHTposutepy IIK IP-agpec: 192.168.0.1, macka momceru: 255.255.255.0) nosiBisieTcs:i OKHO BBOJIA
napoJsi, MPEICTaBICHHOE Ha PUCYHKE 1.

CTpaHuua 10CTyNna K ceTeBbIM HACTPOHKAM M3MeHMJIach!!!

JloruH mpu BXoze depe3 Opaysep: «adminy» (B mpeabiayiieil Bepcuu ObLI «r0O0t»), maposb
[0JIH30BATEIS 10 YMOTYaHHI0: «P@SsswOrd1234».

- - -
" , a (a]
Boaupg sasoackoii ¢ npoTokonan X Bermunaymns bonug koney 2018+ X Bonwa 3as0ackoii © npoTokonan X =4 M32000-T b4 _ = |3 L]
v

C @ Heszawmwero | 192.168.0.50/bolid_web_cfg/ o % O

x
Mepesectu 3Ty cTpaHuLy?

MNepesectn Mapametpor ¥

M3000-T

s/n 333-444-555-7

.
—
_

Pucynok 1. OxHo BBOa mapoist

5.3.1 Crpanuna «llons3oBarenm»
OOmuii BUA CTpaHUIIBI TIpe/ICTaBlIeH Ha pucyHke 2. CTpaHulla mpeqHa3HayeHa A 100aBIeHus
U yJaJleHus IOJIb30BaTEeNeH.
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http://ip_device/bolid_web_cfg/

Bonug sasoackoi ¢ npotokonan X [5] M3000-T x U4
y

& C A Heszawweno | 192.168.0.50/bolid_web_cfg/users B oo

M3000-T ) B

CHCTEMbI BESONAGHOGTH s/n 333-444.555-7 MonesoEaTend HAacTPOWKW ceTM  SSL cepTuMKaTEl  HacTPoWKM EpeMeHH  CepEMCHOE oGCnywuEaHMe MWHdpopMauus

[Nonb3oBaTenu

MobasuTe nons3oeatens

admin

Pucynok 2. Crpanuna «llonp3zoBatenn»

5.3.2 Crpanuna «Hactpoiiku cetn»

OOmwmii BuA cTpaHMLBl TpeAcTaBieH Ha pucyHke 3. CTpaHuna pasjesneHa Ha 4 BKJIAJKU:
«O6mmmue», «Ethernety, «USB-modem» u «WiFi». Ilapametpsl Bkmagku «OOIIHe» OMHCAHBI
B Tabiuie 4, mapametpsl Bkimagku «Ethernety — B Tabmume 5, mapamerpst Bkmagku WI-FI —
B Tabnu1e 6.

OOwmii BUJ CTpaHUIl IPEACTaBIECH Ha PUCYHKax 3, 4, 5 1 6 COOTBETCTBEHHO.
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_
[E] Bonwa sasoackoii c npotokanan X [ M3000-T *:L'—-ﬁ—-— [oS——_ N O TR [ B
| 4

& C A Heszaumueno | 192.168.0.50/bolid_web_cfg/network B oo+ O

M3000-T ) mo

CMCTEMbI BE3DMNACHOCTH sfn 333-444-555-7 Nonkzoeatenn HacTpolikk ceTh  SSL cepTdpMKaTel  HacTpoikv BpeMEHH  CepBHUCHOE OGCNyMMBaHWE  MHGOpMaLmMA

HacTpoiiku cetn

Qbwue Ethernet usb-modem WiFi

WimA ycTpoAcTea: bolid-m3000t

3anucate

BEc o e Je[Z2lu]o]™]e s

Pucynoxk 3. Hactpoiika cetn

L’ij ] COEN L ey

Ta6auua 4. Onucanue napaMeTpoB HACTPOMKHU ceTH, BKIagka «O0mme»

Braagka «Oo0mmue»

Ha3Banune napamerpa 3Ha4YeHHNe M0 YMOJYAHHI0 Onucanne

Wwms yerpoiicTBa bolid-m3000t Hostname ycrpoiicTBa
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Bonug 33E0ackol ¢ npotokonay X 5] M3000-T

x W Y— -

< C A He zawmueno | 192.168.0.50/bolid_web_cfg/network

CUCTEMbI BE3ONACHOCTH

M3000-T

s/n 333-444-555-7

e — —— | {2

Bz

MonbsoBaTenn  HacTpoiiku ceTw  SSL cepTMdMKaTbl  HacTpoikM EpeMeHH  CepBHMCHOE OBGCNyXHBaHWe MHdopMauma

HacTponkun cetu

Oobwue Ethernet usb-modem WiFi
MAC: F8:DC:7A:11:C9:4C
Crartyc: paBoTaeT v nepenaéT faHHble
PaboTaloliMe HacTPORKK:
Cnocob HacTpoiku Bpyuhyio v Bpyunyto v
Anpec 192.168.0.50 192.168.0.50
Macka ceTu 255.265.265.0 255.2565.255.0
N3 no ymonuaxuio:
DNS Cepeepa: DNS Cepeepa DNS cepeepa

3anucate

[NpeunTate

BEo] .o e

(€ [2]B]loi|®]e[l&]]

1640 | |

EN . jmp
PO osmoma |

Pucynok 4. Hactpoiika ceru, Bkiazaka «Ethernety

Ta6muma 5. Onucanue napameTpoB HACTPOUKH ceTH, BKIaka «Ethernety

Braaaka Ethernet

HasBanue mapamerpa

3Ha4YeHHe 0 YMOJYAHHUIO

Onucanune

Crnoco6 HacTpoiku

Bpyunyro

Croco6 3ananus IP-agpeca,
MacKH ¥ IUTI03a.
Bo3MOKHBIE 3HAUCHUS:

¢ Bpy4HYIO

e DHCP.
OcranbHble MapaMeTpsl JOCTYIIHBI ISl peIaKTUPOBAHMS TOJIBKO B CIydae, €ClId YKa3aH Croco0
HacTpouku «Bpy4Hyro»
Anpec 192.168.0.50 IP-anpec koHTpoJLIEpa
MAC ITpucBauBaercs YHUKaIbHBIA HACHTU(DUKATOP

IIPOM3BOIUTENIEM KOHTpoJuIepa. 3HaYeHHe He
penakTupyercs

Cratyc Craryc KoHTposIepa 3HaueHue HE PEAAKTUPYETCS.
Macka cetu 255.255.255.0 Macka JIoKaJIbHOI ceTn

[1I1r03 110 YMOJIYaHUIO

IP-anpec nutto3a, uepes
KOTOPBIN OCYLIECTBIISAETCS
JIOCTYI B IIOJICETH

DNS cepgepa

IP-anpeca DNS-cepBepos
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Ha sxnaoxe «Ethernety napamempor pazmewenvt 6 08yx obnacmsx: 6 ooracmu cnpasa
omoobpadcaromes Hepedakmupyemvie mexkyuue HACMmpouKu, Komopvie pabomarom 6 OAHHbIL MOMEHM
spemeHu (pabomarowue Hacmpouxu). B obnacmu ciesa napamempuoi Konghueypayuu Mo#CHO
USMEHAMb. Dmu napamempuvl NPUMEHAIOMCA NOCIe HAXCAMUs HA KHONKY «3anucamby.

§ [ orva smsopccos cpororonen X [ w3001 X T e — .l | —— T b e | e
& c A Hezawmueno | 192.168.0.50/bolid_web_cfg/network Bl o +r e H
M3000-T o

CHCTEMBbI BE3DMNACHOCTH s/n 333-444-555-T NMonk3oearenn  HacTpoliku ceTh

SSL cepTMdMKaTel  HacTPOIKM BpeMeHH  CepBMCHOE OGCnyKMBaHWE  MHGOpMAaLMA

HacTpoiku cetn

Obwme Ethernet usbh-modem WiFi

MAC
CTaTtyc: HeT ycTpOWRCTEa ANA AAHHOTO COeaMHEHWA (B yacTHOC T HeT WiFi anantepa unu nponemel ¢ apaneepom)
PaGoTalolme HAaCTPOrKK
Cnocof HacTPORKK DHCP v DHCP v
Anpec:
Macka cetu

LUno3 no ymonuaHnio.

DNS Cepeepa DNS Cepeepa DNS cepeepa

Janucare [NpeunTars

BEc o e

i € [&lBl o] | %a]d]

Pucynok 5. Hactpoiika cetu, Bkiaaka «Usb-modemy
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Bonwg sasoackoii c npotokonan: X [E] M3000-T X + - — - = 3
’

« C A He zawmweno | 192.168.0.50/bolid_web_cfg/network

M3000-T i

CHUCTEMbI GE30NACHOCTH s/n 333-444-555-7 Monesosatenn Hactpoiikn cet  SSL cepTudpmkatel  HacTpoixn Epemedn  CepeucHoe oScnyxmsanne  WHdgopmauma

HacTpoiku cetn

Obwme Ethernet usb-modem WiFi

Peum paboTel: Touka gocTyna v PexumM paboTbl: Touka gocTyna
SSID Bolid-C3000Hub Cratyc HET YCTPOACTEB& ANA OAHHOM
coefinHeHUR (B yacTHocTw HeT WiFi
afanTepa unu npobnemsbl ¢
BezonacHocTe: WPA2-PSK v npaiisepom)
Maponk o WiFi aganTep
Kanan 1 YpoBeHs curHana
Hactpoiku ipvd = SSID Bolid-C3000Hub
Criocob HacTpoik Bpyuryto M BeaonacHocTs: | WPA2-PSK v Kanan: | 1
Anpec 1722005 Hactpoiiku ipvd «
Macka ceTw: 255266 2560 Cnocob HacTpofku BpyuHyto v
LLINio3 No yMOM4aH1io Anpec: 1722005
DNS cepeepa DNS cepeepa Macka ceTu: 255.255.255.0
LLIMo32 No yMonuaHu1o
|
DNS cepeepa DNS cepeepa

OBHoBUTL

DHCP-cepeep: @ Bkn

[uanaacH Ip 172.20.0.50 - 17220075

16:49
05.03.2019

EN . [me I;J;l Th)

Blcl o e He[2&]o]™]e |s]d]

Pucynoxk 6. Hactpoiika cetn, Bkiaaka "WI-FI"

Ta6auna 6. Onucanue napamMeTpoB HacTpoiiku cetu, Biaaka « WI-FI»

Braaaka WiFi

HasBanue napamerpa 3HayeHHMe 0 YMOJYAHHUIO Onucanue

Pesxxim pabotsr Wi-Fi
Bo3MOKHEIC 3HAUECHUS:
e BEIKIIOUYEHO

o Kimenr

Pexxum paboThl Touka mocryna

e Touka gocrymna

SSID Bolid-C3000Hub Wnentudukarop cetn
(Ha pUCYHKE TIapoJib CKPHIT)
bezonacnocTh WPA2-PSK Tun 6e3omacHoCTH
0ecIpoBOTHOM CEeTH
[Maponb C3000hub-cepwuiinbiii HOMeEp [Taposp 11st MOAKITIOUYEHHS K
nprbopa (OYKBBI TATHHCKHUE) 0ecrpoBOTHOM CEeTH
Kanan 1 Howmep xanana WiFi
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HacTtpoiiku ipv4

Crioco6 HacTporKH Bpyunyto Tun 3amanus IP-agpeca, macku
CeTH, LIII03a
Bo3MmosxHbIE 3HAUEHHUS:
e DHCP
* Bpyunyio
Anpec 172.20.0.50
Macka 255.255.255.0
11mr03 - Cetesbie HacTpoiiku Wi-Fi
(TOCTYIHBI U1 pelaKTHPOBAHHS
Bxn B CJTydae €Clid PeKUM pabOThI

DHCP-cepBep

Juanazon C 172.20.0.50
Huamazon [10 172.20.0.75

yKa3aH «Bpy4uHyro».

Ha sxnaoke « WiFi» napamempuor pazmewenvl 6 08yx obnacmsx: @ obracmu cnpaga omoopancarmcs
Hepeoakmupyemble meKyuue HacmpouKu, Komopbsie pabomarwm 6 OaHHbIl MOMEHN 8peMeHU
(pabomatrowue nacmpotiku). B obnacmu cnesa napamempuol KoHGu2Sypayuu ModCcHo usmensams. dmu
napamempbl RPUMEHAIOMCS NOCTIe HAXNCAMUSL HA KHONKY «3anucamb)y.

5.3.3 Crpanuna «SSL-ceptudukarsn»

E mz000-1
v

OOmmuii BUJ CTpAaHUIIBI IIPE/ICTABICH HAa PUCYHKE 7.
o M TS s e o e e i 5t . e | 13

C A He zawmuieno | 192.168.66.203/bolid_web_cfg/ssl

M3000-T

CHCTEMbI BE3ONACHOCTH s/n M3000-T.Release. Monb3osarenn

SSL cepTH(MKaTEl  HAcTPOHKM BpeMeHn

CepBHCHOE OBCNYRHEAHUE

SSL CepTtudmkatsl
CamonognucaHHeIA cepTudukaT 3anpoc Ha cepTUduKaT 3arpy3uTk ceptudpukar YcTaHOBNEHHLIA
BuTHoCTe RSA Knioua 2048 ip anpec

Wma ceptudpurara (CN)

CtpaHa (C)

OBnacTe UK perioH (ST)

Topoa (L)

HassaHwne opranu3auyum (O)

KontakTHbid e-mail anpec (emailAddress)
HassaHwe otsena opranusayuu (OU)

Bpewma gedctena

Cpox neAcTBUA cepTudukara (aHu) 365
Hauano 07.02.2019
Kowney 07.02.2020

CreHepupoBaTh

192.168.66.203

dns uma

Pucynoxk 7. Ctpanurna SSL ceptudukats
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Jnst obecniedeHust Kpumnrorpad@uuecko 3ammMThl  TepeaaBaeMoro Tpaduka (a Takke
AyTeHTUYHOCTH TIPUOOpa, 3ammTa OT atak «YeloBek mocepenuHe») B KOHTPOJLIEpE MPeIyCMOTPEHa
BO3MOKHOCTh YCTAHOBJIEHHS 3alUINEHHOIO COEAMHEHHs MocpeacTBoM mporokoga HTTPS/WSS
(HTTP moBepx TLS/SSL). us pabotel Tpebyercst Hactpoiika PKI (ycranoBka ceptugukartos),
a TakKe BKJIIOUEHHE Oe301MacHOro coequHeHus Ha Biiagke «CepBucHoe oOciyxuBanue/IIpoune
HACTPOUKN».

Jlnst yctaHoBkH cepTudukata SSL peann3oBaHO 2 CXEMBI:

1. I'enepanms 1nenouku camomnoanucanHbix SSL ceptudukatoB. [logxomut st OJUHOYHBIX
YCTPOKMCTB Wiu Korjaa HeT nuHdpactpyktypsl PKI Ha npeanpusitun.

2. T'eneparust 3anpoca Ha mnonydenune ceptudukara (CSR) m mocnenmyromuii mmmopt SSL
ceprudukara. JlaHHBII MEXaHM3M TOJXOAUT Ui TPEINPUATHH, Y KOTOPBIX €CTh pa3BepHYyTas
unppactpykrypa PKI u Ttpebyercs, 4roObl cepTHUdHUKAT YCTPOMCTBA ObUT B IICMIOYKH JTOBEPHS
TPEIIPUSATHSL.

Bce omepanuu ¢ ceprudukaTaMu peKOMEHAYETCs MPOBOJUTH «HA CTOJIe» B O€30MacHOi cpele
(4TOOBI UCKITFOUUTH BMEIIATEIHCTBO U3BHE).

W3 koHTpoOJUIEepa HE MPETYCMOTPEH AKCIOPT 3aKPHIThIX KIFOYEH CTaHIAPTHBIMH CPEIICTBAMH.

I[Ippy >TOM BO3MOXXKHO CKadaTh KJIOY C HCIOJb30BaHHeM mporpamMmbl PUuTTY, mubo
C MCIIOJIb30BAaHMEM JIO0CTyna 1o mpoTokony FTP. BHyTpu KOHTpoiiepa KIIFOYM PACHOJIOKEHBI
B (paitmax

etc/bolid/ssl/cert.pem — nemouka cepruduraron

etc/bolid/ssl/private.pem — npuBaTHBIM KITHOY.

Jiis paboThI AOITyCcKaeTcs UCMOIb30BaHUE TOMBKO RSA Kirouei.

5.3.3.1 I'eneparnus caMONOIUCHOTO cepTU(hUKATA.
I'eneparus ceptudukara ocymecTBiseTcs Ha Bkiaake «CaMOnoIMucaHHbIl cepTudukaTy.
UTo0bl creHepupoBaTh CaMOIMOIMHCAHHBIN CcepTHU(PUKAT, HEOOXOAUMO 3alOIHUTH MapaMeTphl
cepTu(duKaTa B COOTBETCTBUE C TaOnuIe 7.
OO6s13aTenbHbBIE TapaMeTPHhI TSI 3aTOTHEHUS:
e burtHoCTb KiTto4a mudpoBanus (1octynHele 3HaueHus: 1024, 2048, 4096);
o |P-agpec unu DNS-ums (MOXeT ObITh HECKOJIBKO);
e (Cpoxk nelicTBus cepTudukaTa B THAX.
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IMocne 3amonmHenust 3THX mnapameTpoB (cM. PucyHok 8.1) mocraroyHo HaxaTh KHOIKY
«CreHepupoBaTh.

CHCTEMbI EE3ONACHOCTH s/n 333-444-555-7 Mone3oBaTeny HacTpoWkM ceTH  SSL cepTdMkaTel  HacTpoiiku BpemeHM  CepencHoe oBcriyxueanne  MHgopMaums

SSL Ceptudumkatsl
CamMonoanucanHsIi cepTudmkaT 3anpoc Ha cepTugukar 3arpy3nTs cepTudmkar YCTAHOBNEHHBIA
P
ButHocTs RSA knoua 2043 M Ip agpec

Wma ceptudpukara (CN) 2
CrpaHa (C) /
06nacTs U1 pervoH (ST)
lopon (L)

Hazeanue oprasusaymu (O}
KoHTakTHLIA e-mail agpec (emailAddress) dns uma

HazeaHue otgena opraHuaaumu (OU)

Bpema geiicTeus / 3
Cpok nedcTenA cepTudukaTa (oHu) 365
Hauano 22032019 iz} - _
Kowney 21.03.2020 =

4

Sl — /

Pucynoxk 8.1. OkHO TeHepaluu caMONOANNUCAHHOTO cepTU(UKaTa ¢ MUHUMAJIbHBIM Ha0OpoM
3aI0JTHEHHBIX MTOJIEH.

Ha skpan Oyzer BbIBeIeHO coo0IIeHue 0 reHepanuu ceptugukara (cM. Pucynok 8.2)

BeinonHAeTcA onepauuA

WOeT reHepauna cepTudpukaTa

N

Pucynok 8.2. CooOmienue o reHepamnuu cepTudukara.

ITocne renepanuy cepTUUKAT MPUMEHSIETCS aBTOMAaTUYECKU. 1O €CTh, IPOUCXOANUT YCTAHOBKA
ceprudukara B BeO-cepBep u Ha mporokona JSSON RPC. Jloxxaureck mosiBICHUS COOOUICHUS O TOM,
qto ceptrdukar npumeHeH (cM. PucyHok 8.3).
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Bonua sasopckoii € npotokonan: X [2] M3000-T X ¥ Crauannbie daiine x _ =

¥

& @ @ Hezawpuexo | 192.168.0.50/bolid_wab_cfgy/ss| B oo v O

M3000-T s

CUCTEMbI GE3ONACHOCTH s/n 333-444-555-7 MonbzoBatenu  HacTposikn ceTw  SSL cepTudpukaTtel  HacTpoilku BpemeHuw CepBHcHoe oScrnywmBaHwe  MHdpbopmauma

SSL CepTudmkathl
CamonoanicaHHeId cepTUdmkar 3anpoc Ha cepTudukar 3arpyauTh cepTudbukar YcTaHOBNEHHBIA
CepTumkar npuMeHeH.
BuTHoCTe RSA knoua 2048 v Ip agpec

Wmna ceptudhmikara (CN)

Crpata (C) 192.168.0.50
ObnacTs uni perox (ST)

lopon (L)

Ha3sanne opranusayuu (O)

KoHTakTHeIi e-mail anpec (emailAddress) dns uma
Haapanue otpena opraHusaumu (OU)

Bpema neictena

CpoK OeACTBUA cepTudnkara (oHu) 365
Hauano 22.03.2019 i3 m
Koney 21.02.2020

CreHepupoeaTte

"

B o e L6/ &y]sw ] R

Pucynok 8.3. Cool1ienue o npuMeHeHu! cepTudukara.

Jlanee MOYKHO BKJIFOUMTH JOCTYI K KOHTposuiepy no nporokoiy HTTPS na Bknaake «CepBuchHoe
oOciykuBaHMe» (Hamu4uMe TNPUMEHEHHOro cepTuduKaTa — 00sS3aTeNbHOE YCIOBUE pabOThI
no npotokoixy HTTPS).

IIpu OTKpBITUH CTPAHUIIBI C HOBBIM CEPTH(PUKATOM, HEOOXOAUMO T0OABUTH €r0 B JOBEPEHHBIE
B Opay3epe.

Nmrmopt ceprudukaros B OC Windows.

B omepanmonnoit cucteme cemeiictBa Windows MpenycMOTpEHO TIOOATbHOE XPaHUIIHILE
ceprudukaToB. DOTO XpaHWIMIIE HCIONB3YIOT Opaysepst Chrome, Opera, MS Edge,
MS Internet Explorer. Jo6asnenue cepmughuxama ons 6paysepa Mozilla Firefox, onucano omoenvHo.

Jns umropra cepTudukaToB HEOOXOUMO:

1. Ilepeiitn B BeO-uHTepdelice Ha cTpaHUIly «YCTaHOBIEHHBIH» Puc. 9 W HaxaTh KHONKY
«Cxkauatp»:
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J @ vaxor I s e S S et s Vs s e — | | = o)

& C A Heszauwueno | 192.168.66.203/bolid_web _cfg/ss! o B oW O

M3000-T

CUCTEMbI BE30NACHOCTH sin M3000-T Release. MonksoBatenn HacTpOWKW ceTM  SSL cepTMdMKaTel  HacTpOiiKM BpemeHH CepBMCHOE OGCNyXMBaHWe WH(OPMaUMA

SSL CepTtudumkatbl
CamonoanucaHHeIA cepTHdUKar 3anpoc Ha cepTUduKaT 3arpy3uTe cepTudmnKaT YcTaHOBMEHHLIA
Certificate: - Ckauats
Data
Version: 3 (0x2)
Serial Number Chbpocutb

af:de:af54:54:9¢:61.66
Signature Algerithm: sha512WithRSAEncryption
Issuer: CN=Reot CA M3000-T SN:M3000-T.Release
Walidity
Not Befere: Feb 7 00:00:00 2019 GMT
Not After : Feb 7 00:00:00 2020 GMT
Subject: CN=192.168.66.203, CN=Web Server certificate M3000-T SN:M3000-T.Release.
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus
00:bec:37:08:23:05:69 ed:6f af fhred:8b:44:e9:
2e:dc:d2:c1:6a:f8:78:35:f2:ae:2b:3c: 11:6d:5d:
al:00:fe:ac:55:eareb:el:77:55:00:bc 06:02:5¢:
al:5a:a5.ee:64:82:26:69:10:df.ac:5b:fb:ff.d5:
18:f0:b7:6c:4b:20:30:ee:a8:d4d ac fa dc:74:35
3e:87:cci63:82:14:25:22:7c26:b8:71:c1:a5:35
99:9%:de:5a:4b:61:6¢:f3:1e:64:03:02:29:21:1F
£69:36:c£.34:1c:6d:22:5¢:f2:24:d0:ea:72:0b:01
51:42:c0:d3:20:9a:6e:ea:71:1d:f1:ab:d9:bd:be:
10:be:Te:40:24:24:be b5:39-9f fh.e2:a8:64:cT
52:85:6a:cd:fb:51:70:ba:14:67 67:8b:aa 4c:45 -

Pucynoxk 9. CkaunBanue ¢aiina 1ernouku cepTuprKaToB

2. Ilepeiitu B manky 3arpy3ok PucyHok 10 u KIMKHYTH J1Ba pa3 JIeBOM KHOIKOH MBILIIM I10
CKayaHHOMY (ailiy.

f (| O
& m3000-T X % Crauanmsie paiins x _" -
v

C ® Chrome | chrome://downloads O

CkauaHHbie hainbl Q, Wickarb B cKauaHHbIX dainax

CerogHs

¢3000Hub.p7b X
blob:http://192.168.66.203/fd63f985-b41b-4409-bdb7-6be4bfd40dc2

MokasaTs B nanke

21 man 2018 r.

journal.txt X
blob:http://192.168.66.205/46340285-2c88-483d-bda1-8b6661f80b90

MokasaTb B nanke

[ — EE— =Tl W T e W el —— il N a——

Pucynox 10. ITanka 3arpy3ok
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OTKpOETCSt OKHO CO CITUCKOM cojiepkanuxcst B HéM cepTudukaTos Puc. 11:

F -
certmgr - [Ceprudukats: - TexywWii .-mmamenb\c:\usERS\KUZNUSOV\DOWNLOADS\CMHUB.WB\Cepmq.E&]__

®aitn  [Jeiictene  Bug  Cnpaska

o= 2B c=HE .
@ CepTnukate - TEKYLUWIA NONL30BATEN Komy seiaan = Ken Beigan Cpok geiictenn  Hasnauenun Wmn
4[] CAUSERS\KUZNETSOV\DOWNLOADS\CI000HUB.FTE || =15, 0¢ . M3000-T SN:MB000-T.... Root CA M3000-T SN:M3000-T Re... 07.02.2020 <Bee> <Her>
N Cepmnram: [ Web Server certificate M3000-T ... Root CA M3000-T SN:M3000-T.Re... 07.02.2020 Mposepka noamMH...  <Her>

< | m 2

Kpanwnnwge CAUSERS\KUZNETSOVDOWNLOADSYC3000HUB.PTE cogepaut 2 cepTidMkaTos.

Pucynok 11. Cimcox cepruduxaroB, xpaHsmmxcs B (paiiine nenoyku ceprudukaros

3. B crniucke ceptudukaToB BeIOpaTh cepTudukar, HaunHarOmuicsa ¢ cuMBosioB «Root CA...»
U IIEJKHYTh 10 Hemy aABa pasa. Otkpoercs okHO (Puc. 12), B KOTOPOM HYXHO HaXaTb KHOIKY
«Y CTaHOBHUTH CEPTH(PHKATY:

<
Ceprudmxar ﬁ

Obwwe | Cocrae | MyTe cepridmkaiym |

@ﬁ CeeeHuA O cepThhmKaTe

HeT nOBEpHA K 3TOMY KOPHEBOMY CepTHhHKaTY
UeHTpa cepThdukand. UYTobbl BKNIOWWTE O0BEPHE,
YCTaHOBAT € 3TOT CEPTWPNKAT B XpaHWIHLWE
O0BEPEHHBIX KOPHEBRIX CEPTWHHKATOB LEHT pOB

cepTudmKaLm.

KoMy BoiOgaH: Root CA M3000-T SM:M3000-T, Release.

KeMm BoigaH: Root CA M3000-T SM:M3000-T, Release.

Deiicreutensic 07, 02, 2019 mo 07, 02, 2020

L ¥CTaHOBMTE CepTHMKET. .. S3aABNEHME NOCTABLLMKE

Pucynok 12. OkHO ycTaHOBKH cepTu(uKaTa
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B mosBuBmemcst «Mactepe uMmmopTta cepTH()HUKATOB» MEPEUTH Ha BTOPYIO CTpPaHUIly, Ha)XaB
kHonKy «/lanee». BpiOparh mnyHkT «IloMecTuTh Bce cepTU(UKATHI B BHIOpAHHOE XPAHUIIUIIE»
1 HaXxaTh KHOTIKY «O0630p» (Puc. 13).

. %
MacTep vmnopTa cepTUGUKATOE @

Mactep nmnopta cepTudpMKaToBE

y |'/ ITOT MACTEP NOMOTEET KOMMPOBaTE CEPTHEMKATEI,
F |

4 -.-.q@-? CMMCKM AOBEPUA M CMMCKKM OT36IBa CEPTHDMKATOR C
\9_’;? NOKENEHOTD AWCKE B XPaHUMWILE CEPTHRMKETOE,

CepTUIMKAT, BRIAAHHBIA LEHTPOM CEPTUHMKALMM,
AENASTCA NOOTEEQHAEHWNEN BALUEN NMUHOCTH W
COAEMHMT WHOOPMALMKD, HEOBXOAMMYID ANA 33WTbI
A&HHBIX MMM YCTAHOBNEHMA SELUMLILEHHEIX CETEBRIX
NOAKADYEHNA, XPEHUINWLE CEpTUGMKAETOE - 5TO
ofiNacTe CMCTEMbI, MPEAHASHAYEHHEA ANA XPaHEHMA
CEPTUDMKETOE.

[nA NpofomKeHMA HEMMUTE KHoMKyY “danse”.

@3an lanee = ] [ OTmMeHa
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F =
MacTep wmnopTta cepTMdMKATOE I&

Xpanwnuwe ceprwihurkaTos

¥PaHUMKMLLE CEPTUDMKATOE - 3TO CUCTEMHEIE 0BNACTH, B KOTOPBIX
WPEHATCA CEPTUQMKATEI,

Bribop ¥paHUnMLE MoxeT Obime NponsBened Windows aBTOMATHYECKM, MMM HE
MOMHO YKE38Tb PAsSMELLEHME CEPTHRMKETAE BRYHHYID,

(@ ABTOMETMHECKM BRIBPETE XPEAHMAMILE HA OCHOBE TWNa CepTdMKETa

(71 MoMeCTWTE Bre cepTUMKATEI B CIEAYIOWEE XPEHMIMILE

nDﬂDDEHEE 0 XDEHMIMLLEX CEDTUDMKETOR

[ < Hazan ][ Oanee = ] [ OTMeHa

Pucynok 13. Bri6op xpanmimimia cepTuhuKaToB

B nuanorosom okue (Puc. 14) BeiOpaTh nanky «J/loBepeHHbIE KOPHEBBIE LIEHTPBI CEPTUPUKALUNY U
HaxaTb «Jlamee».
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-

MacTep wmnopTta cepTMdMKaTOE

Xpanwnuwe ceprwihurkaTos

¥PaHUMKMLLE CEPTUDMKATOE - 3TO CUCTEMHEIE 0BNACTH, B KOTOPEIX
WPEHATCA CEPTUQMKATEI,

Brifop ¥paHUnMILE MoET ObiTe MpouseeneH Windows aBTOMaTHUHECKM, MW HE
MOMHO YKE38Tb PAsSMELLEHME CEPTHRMKETAE BRYHHYID,

(71 ABTOMETMHECKM BRIBPETE XPEAHMAMILE HA OCHOBE TWNAa CepTHdMKETa
(@) MoMeCTWTE BCe cepTUMKATEI B CIEAYIOWEE XPEHMIMILE

¥PEHUMMLWE CEPTUDMKATOE:

nDﬂDDEHEE 0 XDEHMIMLLEX CEDTUDMKETOR

JoBepeHHEIE KOPHEERIE LIEHTPEI CEDTH¢IHKELU'1H

[ < Hazan ][ Lanee = ] [ OTmMeHa

Pucynoxk 14. BriGop xpanunuiia cepTuukaToB

[Tocne BbIOOpa XpaHWIWIIa 3aBEPLINTh HMIOPT, HakaB KHONKY «Jlameey,
B nosiBuBIIEMCS TIpenynpexIeHun 0e30MacHOCTH, HaxkaTh «J/la», mocie 4Yero JOJKHO IMOSBUTHCS

3aBepuiaromiee okHO Puc. 15 ¢ moaTBepkaeHNeM BBIITOJIHEHUSI UMIIOPTA.
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r B
MacTep MMnopTa cepTMdMKATOR ﬁ
3aBeplieHne MacTepa MMNopTa
cepTnduKaToB
pr CepTudmkaT GyAST MMNOPTUPOBEH NOCNE HEHETHA
M KHOMKK “ToToBo™,
o Bl yKasaHe! cieayiolmMe NapaMeTpsl:
¥paHUnMILE cepTUdMKATOE, BEIDPaHHOE NoNL30BaTEN
Cogep#aHue
1 ] P
[ < Hazan ][ MoToBO ] [ OTMeHa ] |
b

Pucynok 15. 3aBepuienne umnopra

Nmmnopt ceptudukara Mozilla Firefox Bepcuu 57 u Bbimie s mwiatgopm Windows u Linux.
Ceprtudukar Oyner mobaBieH BO BHyTpeHHee xpaHwiuiie FireFOX u moHamoOWTCs TOJIBKO MpH

B3aUMOJICHCTBUU Yepe3 BeO-uHTEpPeiic.
s nobGaeneHus ceprudukata HY)KHO 3allyCTUTh Opay3ep U B OocHOBHOM MeHIo (Puc. 16)

BbIOpaTh MyHKT «HacTpoiikn»:
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A IND ¢ =
s[=]

Bo#Tth B8 CHHXpPOHW3aUMIO

~
=
B2 Hosoe okxo Ctrl+N
9 Hoeoe NpUeaTHOE OKHO Ctrl+Shift+P

ﬁ BoccTaHoBUTL MpeaslayLLyi Ceccuio

Macwraé — 100% + £
Mpaeka ﬁ
I\ Busnvorexa >
ﬁ- JNlononHeHwa Ctrl+Shift+A

Exz==f

s Wamennte...

OtkpbiTe dan... Ctrl+0O

COoXpaHnTb Kak... Ctrl+S

B MNeuats..

Q Haiti Ha 31Ol cTpanuue... Ctri+F
bBonswe >
Be6-paspaboTtka >

® cnpaska >

O Boixon Ctrl+Shift+Q

Pucynok 16. Mento Hactpoek Mozilla Firefox

B nacrpoiikax (PucyHok 17) BeiOpath pa3zaen «[IpuBaTHOCTD M 3aIUTAaY, TO/Ipa3iel «3amuTa
- Cepruduxarbl», HaxaTh KHONKY «IIpocmoTp cepTudukaToBy:

€« c @

£+ Most Visited @ Getting Started

ﬁ OcHoBHble

Q Mowmck

“ lNpusatHOCTbL U
3awmra

8 AkkayHT Firefox

Noaaepxka
Firefox

1

O

about:preferences#privacy

Halimu e Hacmpoukax

ynyuweHws Firefox anq Bcex u kaxaoro. Mbl Bceraa Cnpalumeaem paspelueHmns nepes
nosyyeHneM IMUYHO HOpPMaLK.

YeeaomneHume 0 NpuBaTHoOCTH

v Pa3pelwmTs Firefox oTnpaenaTh TexHUueckve AaHHble U AaHHble B3auMozeiicteus B Mozilla
MoapobHee

Paspewuts Firefox otnpasasate coobuienva o nagenuax 8 Mozilla [NoapobHee

3awmnTta
MoaaenbHoe coAepXXumoe 1 3aluTa oT BpeAOHOCHbIX NporpaMmm
v BJIOKMpOBaTh ONacHoe 1 obMaHbiBatoLee CoAepXumMoe [loapobree

v BbnokupoBatb onacHble 3arpysku

v Tpeaynpexaatb O HEXeNaTeNbHbIX U HETUMNYHBIX MPOrpaMMax

Ceptudukarsl
Koraa cepsep 3anpawmsaert MuHbIi ceptudukar

OTNpasAATb aBBTOMATUUECKN

® CnpawwBatb KaXAbli pa3

3anpawmsatb y OCSP-cepsepoB NOATBEPXAEHUE TEKyLIero 2 I MpocMoTp cepTUPMKaToB...
v

cTatyca ceptudukaros

YCIpOACTBa 3aWWuThl...

Y

Pucynok 17. Oxno Hactpoek "IIpuBaTHocTh 1 3amuTa” Mozilla Firefox

OTtkpoetcs okHO «YmpaBinenue ceprupukaramm» (Puc. 18):
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YnpaeneHue cepTuduKataMmu X

Bawwm ceptudukarsl NMoan CepBepbl LieHTpbl ceptudukaLmm ﬁpyrue

Y Bac XpaHATCA CepTUhNKaTDI, ChyxXalume ANa MASHTUOUKALIMN CIeaYIOLMX LEHTPOB CepTUgUKaLIM

a3

Wma ceptudukara YCTPOACTBO 3alLMThI

aWISeKey g
OISTE WiSeKey Global Root GA CA Builtin Object Token
QISTE WiSeKey Global Root GB CA Builtin Object Token

aWoSign CA Limited
WoaoSign Builtin Object Token
WoSign China Builtin Object Token
Certification Authority of WoSign G2 Builtin Object Token
CA WoSign ECC Root Builtin Object Token

aXRamp Security Services Inc
XRamp Global CA Root Builtin Object Token =

1

MpocMoTpeTh... M3MeHUTL JoBEpUE... WmMnoptupoBats... |2 3KCOopTUPOBaTh... YAaAuTb UNK He AOBEPATH...

OK

Pucynoxk 18. Umnopt ceprudukara B Mozilla Firefox

BeiOpate  Bkianky «lleHTpel cepTHUKanMM», HaxaTb KHONKY «MMIOpPTHpPOBATHY.
B oTkpeIBIIEMCS MATIOTOBOM OKHE BBIOpATh 3arpykeHHbIi cepTudukar. Haxars kHonky «OK».
[TosiBuTCS OKHO «3arpy3ka cepTupukaTa:

3arpyska cepTudukara P . - m

BaMm npeanararor 408epATb HOBOMY UEHTPY cepTudmkaumm (CA).

Bbt xoTuTe aosepaTb «C3000-Hub Sn: XXXXXX Root CA» ana creayrowmvx HasHaueHun?

I 2 [losepatb Npu naeHTUOUKaUMm Be6-CaniTos. I 1

[ Nosepats Npu naeHTUOMKAUMM NONL3OBATENEH INEKTPOHHOM NOUTBL.

O flosepAaTtb NPy MAEHTUOMKAUMM NPOU3BOAWUTENEA NPOTPAMMHOIO 06ecneyeHus.

Mepea TeM, KaK ONPeAenvTLCA C A0BEPUEM K ITOMY LIEHTPY, PEKOMEHAYETCA NPOBEPUTL €ro
cepTMomKaT, NOAUTUKY M NPOUEAYPbI (€CAM BO3MOXHO).

lMposeputs cepTdUKaTt LeHTpa

2 l OK [ OtmeHa }

Pucynok 19. 3aBepmrenue ummnopta ceprudukara B Mozilla Firefox

OtmeruTh TyHKT «JloBepsaTh Tpu wuAeHTHUUKAIMU BeO-caiiToB». Haxate kHOMKY «OK».
Yo6eauTnces, 9To cepTU(UKAT MOSBUICS B CIIUCKE:
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Ynpas/ieHvie cepTUnKaTamMmn X

Balum ceptudurkatsl Mogn Cepsepbl LleHTpbl cepTMdUKaLmm QOpyrve

Y Bac XpaHATCA CepTUGMKaTEI, CAyKaLLMe AS MASHTUPHKALMIA CIEAYIOLLMX UEHTPOB CepTUUKALIMU

Wma ceptnpukara YCTPOWCTBO 3auThbl =
OISTE WiSeKey Global Root GB CA Builtin Object Token i
aWoSign CA Limited
WosSign Builtin Object Token
WoSign China Builtin Object Token
Certification Authority of WoSign G2 Builtin Object Token
CA WoSign ECC Root Builtin Object Token
aXRamp Security Services Inc
XRamp Global CA Root Builtin Object Token
aZA0 NVP Bolid
MpocmoTpeTs M3meHuTL aoBepue Mmnoptuposars... IKCNOPTMPOBaThL Y[anmte uin He 0BEepATh

OK

Pucynoxk 20. OxHo oToOpaxkeHus ceptudukaroB B Mozilla Firefox
Hmnopt ceptudukaroB OC Linux

JlanHast MHCTPYKILIUS MOAXOAUT AJis BeO-OpayzepoB Chromium u Opera.
Heobxoaumo ycranoButh nakeT libnss3-tools. BeimonHuTs kKomMaHy

certutil -d sql:$HOME/.pki/nssdb -A -t «C,,» -n «<Anuac cepmupurxama>« -i <Ilymso x ¢hatiny
cepmuguxama>

YI[OCTOBepI/ITLCH, qTo CepTI/I(bI/IKaT IIOABHUIICA B CITUCKEC (HOSIBI/ITCH C YKa3aHHbIM aJII/IaCOM)

certutil -d sql:3HOME/.pki/nssdb —L

5.3.3.2 Coznanue ceprudukara no 3amnpocy Ha noamuck (CSR)
Co3nanue cepTuduKaTa o 3ampocy OCYIIECTBISETCS CIeIyIoUM 00pa3oM:
1. T'enepanus 3ampoca Ha cepTUdUKaT;
2. IToaroToBka HemocpeACTBEHHO cepTu(ukara B rieHTpe ceprudukaimn (CA);
3. 3arpy3ka cepTudukaTa Ha yCTPOHUCTBO.
Jns co3paHus 3ampoca Ha cepTH(HKAT nepedauTe Ha BKIAAKY «3ampoc Ha cepTH(HKAT,
3aM0JIHUTE MapaMeTpbl B COOTBETCTBUE ¢ TaOnuued 7, a 3aTeM HaxaTb KHOMKY «CreHepupoBaTh»
Puc. 21.
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. . _
B Sonun sones 2016 x| [E] Bonwa sasoncroh cnporonone X [ M3000-T N — L
|

&« C  © Hezawmweno | 192.168.0.50/bolid_web_cfg/ss| o O w O

M3000-T 5

CHGTEMbI EE3ONACHOCTH s/n 12345678 Monb3oeatenn HacTpoiikv ceTh  SSL cepTudhukaTel  HacTpoiiku BpeMeHH CepBUcHOe o6cnyxuBaHWe MHdopMaums

SSL CepTudukatel
CamonoanucaHHblid cepTUdhukat 3anpoc Ha cepTuduMKaT 3arpyanTs ceptudmrar YcTaHOBNEHHbLIA
BuTHoCcTe RSA Knoua 2048 v ip anpec

Wmna ceptudmnkara (CN)

Crtpana (C) 192.168.0.50

QBnacTs unK peroH (ST)

lopon (L) + -
HazeaHue opraHu3auun (O)
KoHTakTHeid e-mail appec (emailAddress) dns uma
HazeaHue otaena opradmsayum (OU)
+ -

CreHepUupoBaTh

Pucynok 21. Crpannna co3manus 3anpoca Ha CepTUHUKAT

Hanee Ha ocHOBe CSR M KOpHEBOro cepTH(HKaTa TMOATOTOBBTE CEPTUPHUKAT YCTPOICTBA.
[Tomy4ennsiii ceprudukar nomkeH ObITh B popmate PKSC7 B kogupoBke PEM (comepkuT 1enouKy
JIOBEpHSI).

3areM Ha BKJIAKe «3arpy3uTh CepTH(HUKAT» HAKMUTE KHONKY «BbwiOparh daitm», BbIOepHTe
(aiin Ha cBOEM KOMITBIOTEPE U HAKMUTE KHOIIKY «3arpy3UThy:

a])
J @ vaonor e ————— ————— L

& C A Hesawwueno | 192.168.66.203/bolid_web _cfg/ss! o B % O
M3000-T
GUCTEMBI GE30NACHOCTH s/n M3000-T.Release. MNonesoeatenn HacTpodku cetw  SSL cepTudpukaTel  HacTpoiixu Bpemenu  CepeucHOe oScnyXuEanMe  WHpopmayws

SSL CepTtudpmkatbl
CamonoanucaHHsIA cepTudukaT 3anpoc Ha cepTudukaT 3arpyauTe cepTudbukaT YCTaHOBNEHHLIA

BribepuTe dain ®aiin He BuiGpas | 3arpyauTb

Pucynoxk 22. CtpaHuna 3arpy3ku cepTudukara
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Joxaurech cooOuieHust 0 ToM, 4To (aiii 3arpykeH U MpUMEHUTE cepTU(UKAT, HAXKaB KHOMKY
«[Ipumenuts...». Ilocme sToro HeodOxoauMo BKIIOUNTH ommuio «Jloctym mo https» B Hactpoiikax
ycTpoiicTBa. U3MeHEeHUs BCTYIST B CUJTY MOCJIE Mepe3arpy3Ku yCTPOMCTBA.

5.3.3.3 [IpocmoTtp cepTrduKaToB

Hns mpocmotrpa cepTudukaTa Ha mnpuOOpe NeperanTe Ha BKIAAKY «YCTaHOBJICHHBIN»
U HOXXMUTE KHONIKY «CKadyaTby:

@ w00t A e s
<« C A Hezawuweno | 192.168.66.203/bolid_web _cfg/ss| o B o O

M3000-T

s/n M3000-T Release.

CHCTEMbI BE3ONACHOCTH Hactpoiikn ceTn  SSL ceptudbukatel  HacTpoiiku Bpemenn  CepBucHoe oGonymmeanme  Mndopmauns

SSL CepTtudumkathl

CamonognucaHHeli cepTudoukaT 3anpoc Ha cepTudpukar 3arpyauTe ceptudomkar YCTaHOBNEHHLIA

Certificate CkavaTk
Data
Version: 3 (0x2)
Serial Number: COpocHTe

af-de-af54:54:9¢c:61:66
Signature Algorithm: sha512WithRSAEncryption
Issuer: CN=Root CA M3000-T SN:-M3000-T Release.
Validity
Not Before: Feb 7 00:00:00 2019 GMT
Not After : Feb 7 00:00:00 2020 GMT
Subject: CN=192.168.66.203, CN=Web Server certificate M3000-T SN:M3000-T Release
Subject Puklic Key Info
Public Key Algorithm: rsaEncryption
Public-Key: (20483 bit)
Modulus:
00:bc:37:08:23:05:69-ed:6f af-fbied 8b:44:29
2e4c:d2:c1:6a:f8:78:35:f2:ae:2b:3¢c 1£:6d:5d
al:00:fe:ac:55:earebie1:77:55:00:bc:c6:92:5¢
al:ba:abiee:64:62:26:69:10:dfac.5b:fb:ff.dS
16:f0:07:6c:4b:20:30:ee:ad:dd:ac fa:dc 74:35:
3e:87:cc63:a2:14:65:22:7c:26:b8 71:c1:a5:35
99:99:de:5a:db61:8c:f3:1e:64:03:b2:29:21:1F:
69:36:cf:34:1c:6d:22:5¢:f2:24:d0:ea:72:0b:01:
51:42:c0:d3:20:9a:6e:ea:71:1d:f1:ab:d9:b4:be
10:be:Te:40:24:24:be:b5:38:0f fh:e2:a8:64:cT:
52:85:6a:cd:fh:51:70:ba 14:87:67:8b-aa:4c 45

Pucynoxk 23. Ctpanuiia mpocMoTpa u copoca cepTudukrara

[Tpumeuanue. Knomka «COpocuth» yaamsieT cepTudukar u3 ycTponucTsa.

B KoHgepmepe XxpaHumcsi mo/ibko 00uH 3akpbimblil KA04. ['eHepayus (Haxcamue Ha KHONKY
«CeeHepupo8amb») H08020 KA04d ydajsiem npedbldywull.

A

5.3.3.4 TIlapametpsl cepTuduKaToB

Tabnuna 7. [TapameTpsl cepTrduKaToB

Haszpanue | Orpanuvenusi | 3Hadenue no | Biausinue Ha Bausinue Bausinue
napamerpa YMOJTYAHHIO Root CA Ha Device Ha CSR
cepruukart ceprudukar
1-ii cxeMblI 1-ii cxeMbl
TonycTumbl Omnpenenser Omnpenenser Onpenensier
EJI;I;I-[IIC;CTB RSA ToeKo: 1024, 2048 E:;g[;};om Eiff 3aKPBITOTO Eig{e;) 3aKPBITOTO
2048, 4096
kmoga Root CA | koHTpoOsiepa KOHTpOJIIEpA
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ITycro, HO Kommonent CN
. Kommonent CN
YCTPOMCTBO TOTIA cyOBeKTa.
Nms CyOBeKTa 1
Jrobas cTpoka aBTOMATHYECKH Kommonent CN
ceprudukara - o M3JATeNs C Komnonent CN
nmaruaAnei 1o 64-x | cmemaer «C3000- U3IaTeNs ¢
Common Name nobaBieHne cyOBeKTa
CHMBOJIOB HUB “ nobaBiieHHE
(CN) N npedukca “Root «
SN:cepuitnbrii w npedukca “Root
CA 6
HOMEp» CA
Ecnu He mycTo Ecnu He nmycto
Crpana - JIByxOyKBEHHOE Y Y Ecnu He mycTo
kommoHeHT C kommoHeHT C
Country name o0o3HaueHHe [Tycro VELeKTa 1 VELeKTa 1 kommoHeHT C
(©) ctpansr 1SO-3166 Y Y cyGBeKTa.
M3IATeIs. M3IaTeIs.
Ob6mactp wim Ecmu He mycTo Ecmu ve mycto
JIrobas cTpoka Ecnu He mycTo
pETHoH - . KOMIIOHEHT ST KOMIIOHEHT ST
natuHMLed a0 64-x | [lycro KOMIIOHEHT ST
State or cyOBeKTa u cyOBeKTa u
. CHUMBOJIOB cyOBeKTa.
province (ST) H3/IATelsI. H3/IATelsI.
Ecnu He mycTo Ecnu ne nmycto
JlroGas cTpoka Ecnu He mycro
Topon - . KOMIOHEHT L KOMIOHeHT L
. natuHMLeH a0 64-x | Ilycro KOMITOHEHT L
Locality (L) CyOBeKTa CyOBeKTa U
CHMBOJIOB cyOBbekTa.
W3IATeIs. W3IaTeIs.
HasBanue Ecnu He mycTo Ecnu e nmycto
JIroGas cTpoka Ecnu He mycro
OpTaHU3AINH - . komnoHeHT O komnoHeHT O
. natuHMLeH g0 64-x | Ilycro kommoHeHt O
Organization cyObeKTa u cyOBeKTa u
CHMBOJIOB cyOBbekTa.
(O) W31ATENIs. HA31ATENIs.
. Ecnu He mycTo Ecnu He nmycto
Konraxrthslii - | Jlrobas cTpoka Y Y Ecnu He mycTo
. . KOMIIOHEHT E KOMIOHEHT E
mail agpec - natuHMLeH a0 256- | Ilycro KOMITOHEHT E
. cyObeKTa u CyOBeKTa U
Email (E) X CHMBOJIOB cyOBeKTa.
W3IATeIs. M3aTeIs.
HasBanue
Ecnu He mycTo Ecnu ne nmycto
oTaena JIrob6as cTpoka Ecnu e mycTo
. kommoHeHt OU | kommonent OU
opraHuzauuu - | jJaruauueit 1o 64-x | Ilycro kommorenT OU
o cyObeKTa u cyObeKTa u
Organization CHMBOJIOB aTeNs waTens cyOBeKTa.
Unit (OU) AATEI AATEI
aTa Haydaia
JlaTta Hagana f eMOHM Jara xoHna
Jlara Hauana Bpemenu neiictus | O Ie) V- Bpemenu nevicteust | He Bausier
ceprudukara A ceprudukara
cepTudukara
aTa KOHIIa
Jlata xoHIa A H JlaTa xoHIIa
. BpPEMEHHU .
Jlara koHua Bpemenu neiictBus | O cHCTBIS BpemeHu neiictBust | He Biusier
ceprudukara A ceprudukara
cepTudukara
Cpoxk pecTBust .
. POX A Cpox neiicTBus
Cpok neiicTBust . cepTudukara
Ot 7 mueit oo 25 ceptudukara (ot
ceprudukara 365 (ot Tekymero He Bnusier
Jer TEKYIIEro BpeMeH!
(taR) BpPEMEHU
KOHBEpTepa)
KOHBEpTepa)
Kaxprii ip Kaxpiii ip
Ip anpec u3 nobasisieT nob6asiseT
JTro6oit aJpeCHOM CTPOKH komnoHeHT CN komnoneHT CN
ip aapec JIOITyCTUMBIH ip Opaysepa (ecnu He Bnuster cyOBeKTa. CyOBeKTa.
azpec BXOJIHJIH 10 P KommoneHT mosist KomnoneHT nosns
azipecy) Subject Alternative | Subject Alternative
Names Names
Kaxneiit dns Kaxnpiii dns
JlomeHnHOE UMSI
oCTa 13 Jo0aBIsIeT JO0aBIACT
JIroboe . komnoHeHT CN komnoneHT CN
aJPECHOM CTPOKHU
dns umst nomnycrumoe dns He Bnuser cyOBeKTa. cyOBekrTa.
Opaysepa (ecu
umst pxomma o dns KommoneHT mosist KomnoneHT nosns
Subject Alternative | Subject Alternative
MMEHH)
Names Names
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5.4 Crpanwnia «HacTpoliku BpeMeHN»

-
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<« C A Hezawvuedo | 192.168.66.203/bolid_web_cfg/time o B O O

M3000-T

CHCTEMbI BE3ONACHOCTH sin M3000-T Release. MonbsoBatenn  HacTpoliku ceTM  SSL cepTMMKaTEl  HacTpoiikk BpeMeHn CepBMCHOE OGCNyXMBaHMEe  MHpopMaLMA

HacTponkn BpemeHn

Tekywee epema:; 07.02.2019 17:17:26 (UTC+03:00 Europe/Moscow)

NTE M3MmeHUTb Tekylllee BpemAa

Craryc : BoiknoueH 3aparth BpyYHy0

BiriounTb 07.02.2019 17:17:28

NTP-cepsepa (UTG+03:00) Europe/Moscow

3anucate

[MepeunTaTe 3anucats

Pucynok 24.1. Ctpanuia HaCTpOWKH BpeMEHHU

Crpanuiia npeaHa3Hau€Ha JJisl HACTPONKHU JaThl M BPEMEHHU YCTPONCTBA.

B 3aBucumoctu OT TpeOOBaHMI KOHKPETHOTO IMOJIb30BATENIbCKOIO MPHIIOKEHUS WU B LEJAX
OTJIAJKM MOKHO YCTaHOBUTh JaTy U BpEMsl HEMOCPEACTBEHHO YKa3aB WIM CHHXPOHU3MPOBAB
C KOMITBIOTEPOM.

Kaxnpiii paz npu xiukanuu JIKM Ha Haanucu «Tekymiee Bpemsi» oHa MeHsieTcsl Ha «3anath
Bpy4YHYIO» U Ha000poT (1103.1 Puc.24.2).

B ToM ciydae, ecnu kMK ObLT IPOU3BEIEH MO HAANMUCH «3a4aTh BPYYHYI0» HAANMKUCh MEHSIETCS
Ha «Texkymee BpemMs» U MOSABISAETCA OKHO C TEKYIIEW JAaTOW, BpEMEHEM U MMUKTOIPAMMOM OTPBIBHOTO
kaneHaaps (mo3.2 Puc.24.2). Ilpm kiIukaHuM 1O STOM NHUKTOrpaMMe OTKpbIBaeTcs Halbop
BCIIOMOTATENIbHBIX OKOH ISl 3aJaHus AaThl U BpeMeHu Cm. Puc. 24.2, mo3BOJSAIOMNX YCTAHOBHUTH
TpeOyeMblie TapaMeTphl, IPOU3BOISA «ITPOKPYTKY» TOja, MECsIa, JHs, yaca U MUHYTHI (1103.4 Puc.24.4)
WJIM yYKa3aB KOHKPETHYIO J1aTy Ha KayieHaape (1mo3. 3 u mo3. 5 Puc.24.5), monb3ysach TOIBKO MBIIIKOM.

VYka3zaHHbIE TapaMETPhI BCTYNAKOT B CHILY IOCIIE 3allUCH B KOHTPOJIJIEP — MPU HAXAaTUU KHOIKH
«3anucaThy» B IIPaBOi HUKHEHN YaCTH dKpaHa.
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M3000-T Bz

CHCTEMBI BE3ONACHOCTH sin 333-444-555-7 MNMonbsoBatenn HacTpoikn ceTw  SSL cepTMgMKatsl  HacTpoiku EpemeHM  CepBMCHOE O6CNYXWBaHWE  MWHpopMauma

HacTpolku BpemeHun

Bpema nameHeHo

Tekywee epema; 28.03.2019 11:47:00 (UTC+01:00 Europe/Luxembourg)

1 2
NT? NameryTe Tekylwee fpema
Craryc - BuikniueH Tekylwee spema
Brnwouuts L1 28.03.2019 = 1M1s @ 45
NTP-cepeepa 4 Map p_ (ACeropsn 4 2014 » -
nH Br
4 9
1 12
18 19
+ _ 25 26 27 |28 9 30 3
12 3 4 6 7
[NepeuntaTe Janucare

Bl - o € T elZeil#]e4]m] M S

Pucynoxk 24.2. Ctpanuna HaCTpOMKH BpEMEHU. 3a/laH€ BPEMEHH BPYUHYIO.

B ToM ciyuae, ecnu kiuk OblT pou3BenEH no Haanucu «Tekylee BpeMsi» HAANUCh MEHSETCS
Ha <«3agaTb BPYYHYIO» M IOABISETCS OKHO C TEKyHIEM JaTo M BpEMEHEM KOMIIbIOTEpA
(cm. Puc. 24.3). [lata v BpeMsi B 3TOM OKHE H3MEHSIETCS CHHXPOHHO C JIATON U BPEMEHEM KOMITBIOTEpA.

Texymue nara U BpeMs 3alUCBIBAIOTCS B KOHTPOJUIEP M BCTYNAOT B CHIIy TOJIBKO IIOCHE
Ha)XkaTHsl KHOIIKY «3anmMcaThy B IPAaBOM HIDKHEN 4acTH KpaHa.
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M3000-T ) mo

CMCTEMbI BE3DMNACHOCTH sfn 333-444-555-7 Nonkzoeatenn  HacTpoliku ceTw  SSL cepTdpMKaTel  HacTpoWku BpEMEHH GCepBUCHOE OGCNYMMBaHWE  MHGOpMaLmMA

HacTpoliku BpemMeHun

Bpema nameHeHo

Tekyulee epend; 28.03.2019 11:57:04 (UTC+01:00 Europe/Luxembourg)

NTP WameHuTs Tekyluee Bpema
Craryc - BuiknioueH

BrnrounTs [

NTP-cepeepa

[epeuntaTe 3anucars

EURU L me )

Bl SO € [l e 7] 3]

Pucynok 24.3. Crpanuna HacTpoiiku BpemeHH. CUHXpOHM3ALMs 1aThl U BPEMEHH C KOMIIBIOTEPOM.

Kontponnep nmoanepxusaer npotokos NTP u MokeT aBTOMAaTu4eckd CHHXPOHU3UPOBATHCS
B mporiecce pabothl. Jns cunxpoHusanuu B ceT HeoOxomuM(el) NTP-cepmep(wr). Jns 3amanus
IP-anpecoB NTP-cepBepoB, BkiItoueHus M oTKIoueHHs nporokoida NTP u oTpaxkeHus ero craryca
npeaHa3HayeH Habop MoJieil ¥ KHOMOK B paMke ¢ Ha3BaHueM NTP B j1eBoil yacTu TeKyIero okHa.

Ha Pucynxke 24.4 noka3zan koHTposep ¢ aktuBupoBaHHbIM NTP nportokosnom u NTP-cepsepom,
uMerommm ajapec 192.168.0.1.
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M3000-T Buzo

CHCTEMbI BE3ONACHOCTH s/n 333-444-555-7 MonbsoBaTenn HacTpoikn ceTw  SSL cepTMgMKatsl  HacTpoiiku EpemeHM  CepBMCHOE OGCNYXWBaHWE  MH(opMauma

HacTpolkn BpemeHn

M3mMeHeHNA YCnelwHo CoXpaHeHbl

Tekywee epema: 28.03.2019 13:01:36 (UTC+01:00 Europe/Luxembourg)

NT? WameHuTE Tekyllee BpeMa:

Craryc - PaboTaer 3anatb BpY4HYHD

BrntounTs ¥ 28.03.2019 15:01:36
NTP-cepeepa (UTC+03:00) Europe/Moscow -
192.188.0.1

3anucarts
182.168.0.1
+ g
[NepeuntaTe anucare

Bl T ore e lFlo#]. [7]8]

Pucynok 24.4. Ctpanuna Hactpoiiku BpemeHnu. Hactpoiika NTP.

i RU . |me \;J; i)

5.5 Crpanuna «CepBUCHOE 00CTY)KMBAHUE
Crpanuna pazzaeneHa Ha TpH Biaaku: «IIpouune HacTpoiiku», «KMPLCy, «O6HOBIEHHE)
5.5.1 Bknanka «lIpoune HacTpoHKm»

JlonoaHUTENbHbIE HACTPOWKH KOHTpoJuiepa. BHenHui Bua BKIAJAKK MpejcTaBieH Ha Puc. 25.
Onucanue npuBeAeHo B TabmuIe S.

M3000-T e oo

CHMGTEMbI BE30ONAGHOGTH s/n M3000-T.Release. MMonb3oBarenu HacTpoWKkW ceTM  SSL cepTugMkatel HacTpoWkv BpemeHW CepeEWcHOe oGcnyxuBaHue  WUHcopmaums

CepsBucHoe obcnyxnsaHne

[Npoure HacTPONKK MPLC OBbHoBNEHWE

Bpema #M3HKU TOKeHa aBTopu3alum (? 90000 &
MocTyn K ycTpodcTBY no npotokony hitp (?

[ocTyn K ycTpoWCTBY no npoTtokony https (2 B

3anucare

Pucynok 25. CepBricHoe oOcimyxuBanue Bkiaaka «l[Ipoune HacTpouKim»
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Tabauua 8. Hactpoiiku pasnena «CepBucHOe 00CTy)KUBaHHUE

IMapametp Onucanue Bo3moxHbIe 3HauyeHue
3HAYEHHUS 10 YMOJTYAHUIO

Bpewms xu3HU TOKEHa Bpewms, mocne koroporo | O.... 90000
aBTOPH3AIMH 3aHOBO HY)XHO OyJeT
IPOXO/HUTh
ayTeHTU()UKAITHIO

Hoctyn x yctpoiicTBy o | JlocTym k ycTpoicTBy o | Bki/Beiki Bxirouen
npotokoiy http npoTokoury http 6e3
HaJICTPONKHI
mudpoBaHUs

Hoctyn x ycrpoiicTBy o | Jloctym ¢ HaacTporikoir | Bki/BeIki Brixiarouen
npoTokoiry https mudpoBanus. JlanHas
onuust OyaeT
MPUHYIUTEIBHO
OTKJIFOUEHA, €CIIU
ceptuduKaT Ha
YCTPOMCTBE OTCYTCTBYET
WJIM HEKOPPEKTEH

5.5.2 Bkinaagka «MPLC»

Bxiagka mpenHasHaueHa A MOJydeHUsT WHGOpPMAlNUU O BCTPOSGHHOM cpele HCIOJIHEHUs
koHTposuiepa MasterPLC, onpenenenus craryca e€ paOOThl, aKTUBUPOBAHUS JUIEH3UU U PabOTHI
C pe3epBHOIl komued cpenpl. HibkHAS 9acTh BKIAIKK OTpaskaeT pacmpesenieHne, o0béM U pecype
BHYTpEHHEW TMaMATH KOHTPOJUIEpa, a TaKkKe Haauuue M O0O0bEM TOJKIIOUYEHHBIX BHEIIHUX
HakonuTenel. BuenmHuil Bua BKiIaaku npeactasieH Ha Puc. 26.1 (BepxHsist uacth), Puc. 26.2 (HmxkHss
yacTh) U Puc. 26.3 (HWXKHSS 4acTh).

Buytpennsiss namsate koHTposuiepa (SD-HakomuTens) peann3oBaHa MO TEXHOJOTHH, UMEIOIIEH
OTpaHUYEHUS MO0 KOJIMYECTBY IIUKIIOB 3aMUCH, KOTOphIe PuKCUpyroTcs BHyTpeHHUM 10 KoHTpoepa,
MOCTOSTHHO BBIYHCIISICTCS KOHTPOJLIIEPOM | BhIBOAUTCSA ¢ 1maroM 10% B oTaenpHOE moe.

Jns ynoOcTBa moib3oBaTens HHGOpMAIUS M0 PacXOAOBaHUIO ITOTO pecypca Mpolecc W3HOoca
BBIBOJIUTCS B OTJIEJIHOE TOJI€, MEHSIOIIEE IIBET B 3aBUCMMOCTH OT MPOIIEHTa U3HOCA HAKOIUTES.

Ta6auna 9. Bxinagka «MPLC» 3aBucumocTs paciBeTku nonst Pecypca mamsiti oT u3Hoca.

MpoueHT nsHoca Hakonutena % LiBeT nonsa
0-50 3ereHbIn
51-70 XenTbin
71-99 KpacHbI
100 BopaoBbin (BbIXoa U3 CTPOS)
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M3000-T ma e

CMCTEMbI BE3ONACHOCTM s/n M3000-T.Release. Monk3oearenn  Hactpoinkn cetu  SSL ceptudmkatel  HacTpoiku Epemend  CepencHoe oGenyxueanve  Whdgopmauun

CepBucHoe obcnyxuBaHue

Mpoune HACTPORKK MPLC OBbHoBNEHWE

WHchopmauma o cpene paspaboTu: ObHoBuTL

Crarye

MNoapobHan uHhopmauua o cpeae HefoCTyNHa [Nepe3arpy3vTb UCMNOMHUTENLHYIO CPeLy U ODHOBHUTL
JamevaHne:

Niobbie onepaly ¢ pe3epsHON KONHER, 3arpy3Koi NULLEHINOHHOTO KNKYa UMK yaaneHue apxiea
NPHBOAAT K OCTAHOBKE MCMOMHUTENEHOI Cpemsl.

Nuuen3na MasterPLC: Ckavatb 3arpy3uts YnanuTth Koy
CkayaTb pe3epBHYI0 KOMWIo Xz B BoccTaHOBUTL 13 pe3epBHOM KOMUK

Ynanute data.db

CoCToAHWE NamATH: OBDHOBUTE

Pucynok 26.1. CepBucHoe oocnyxuBanue Bkiajaka «MPLCy BepXHsis 4acThb.
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JIHUDIE UHEREWIN L PESSPBHUN RUNMER, Sdl Py SRUN JIMLEHIMUHHUIY B IHG AR YOG ISR dPANBa
NPUBOAAT K OCTAHOBKE MCMONHUTENBHOW Cpeabl.

NuueHsna MasterPLC: JarpyauTs
CKayaTb pe3epBHYyH KoMK xz v BoccTaHoBUTE M3 pe3epBHOA KoMK

YnanuTs data.db

CoCTOAHUE NAMATK: ODHOBUTL

YcTpoicTeo Pecypc namAT M3pacxXofoBaH Ha

USB
Mokasate B KO: [

YcTpoRcTRO Paanen Touka MOHTUPOBAHWA Paamep CeobonHo
BHyTpeHHWA SD HakonuTens {devimmchlkip2 / 438 .04 MB 227 9 MB
BHyTpeHHnid NAND HakonuTens ubi0:database_fs Ivar/db 1083 MB 6725 MB
USB HakonuTens 1 fdev/sdai /media/usb 15 GB 1473 GB
BHyTpeHHW SD HakonuTens fdevimmcblk1p? fvar/log 457 95 MB 371.99 MB
BHyTpeHHWA SD HakonuTens fdevimmcblk1p5 Ivar/backups 9759 MB 955 64 MB
BHyTpeHHWA SD HakonuTens fdevimmcblk1boot0 letc/bolid/prod_cfg 3.67 MB 3.84 MB
BHyTpeHHWA SD HakonuTens fdevimmcblk1pé fopt/mplc4 4580.83 MB 4453.89 MB

Pucynoxk 26.2. CepBucHoe obcnyxuBanue Bkiaaka «MPLCy HuxHss yacTb. B koHTpOsiep

ycTaHoBJIeH BHemHUM USB-HakonuTens.
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JIAUEHINA IViaslelFL. [ TIeT Dl Py 3K b

CKadaTb Pe3ePBHYIO KOMU xz v BOCCTAHOBUTL M3 PE3EPBHOM KOMWK

Ynanute data.db

CocToAHWE NaMATK: OBQHOBWTL

YCTpoWRcTEO Pecypc namaTy napacxXoaoeaH Ha

SD KapTa
Moka3ate B KO:

YcTpolcTeo Paznen Touka MOHTHUpOBaHKUA Pazmep CeoBoaHo
BHyTpeHHWA SD HakonuTens /dev/immcblk1p1 435.04 MB 227 9MB
BHyTpeHHuA NAND HakonuTene ubi0:.database fs fvar/db 1058.3 MB 67.24 MB
BHyTpeHHWA SD HakonuTens /dev/immcblk1p7 Ivar/log 487 95 MB 33065 MB
SD kapTa /dev/mmchblkdp1 /media/sdcard 14 .44 GB 14.44 GB
BHyTpeHHWA SD HakonuTens fdev/immcblk1p5 fvar/backups 9759 MB 958 64 MB
BHyTpeHHUA SD HakonuTens /dev/immcblk1pd fopt/mplc4 4580.83 MB 4453.89 MB
BHyTpeHHWA SD HakonuTens /dev/immcblk1boot0 fetc/bolid/prod_cfg 3.87 MB 384 MB

Pucynoxk 26.3. CepBucHoe oocnyxuBanue Bkiajaka «MPLCy HuxHss yacTh. B koHTpomiep
yCTaHOBJIeHa BHEIIHsAsA SD-kapTa mamMsaTH.

HauvanbHas mudpa pecypca (maxe y HOBOro KoHTposuiepa) Bceraa 10%. MakcumanbHO
BbIpaboTanHblii pecypc — 90%. Cregyer yuuThIBaTh, YTO PECypC TPATHTCS B MOMEHTHI 3allMCH.
B ciiyyae, ecnu nmpou3BOAMTCS WHTEHCHUBHAS 3alUCh OOJIBIIMX OOBEMOB BO BCTPOCHHYIO MHaMATh
KOHTpOJUIEpa MOKET MPOU30ITH «3aTUPAHUE» F3TOM MaMATH, UTO MOBJICUET CHATHE C FApaHTHH.

Tunuynas ommbka, MPUBOJAIIAS K PAcXOay pecypca MaMATH - 3TO apXUBUPOBAHHE Ipoliecca
MOJIb30BaTEIEM CO BpeMEHEM IUKiIa 3ajaud, B KOTOPOH OOBSBIEHBI NEpPEeMEHHBIE C aTpuOyTOM
«apxuBHpoBaHue». To ecTb, ecnu BpeMs LUKIa Takod 3amaum, cocraBiger 100 mc, TO mpum
apXMBHPOBAHUU B ATOM 3ajade TOJBKO OJHON MEpEeMEHHON THIa «BEIIECTBEHHOE», sSUelKa MaMsaTH
B 8 Oaiit Oyner 3anuceiBatbes 10 pa3 B cekynny, 600 pa3 B munyty, 36000 pa3 B yac, 864000 muxioB
3allUCM B CYTKU. 3a 3TO BpeMs 3alHMCAHHBIA apXWB (IMIIb OJHOM BEIIECTBEHHOH IepeMeHHOMH
6e3 MeTok BpemeHH) cocTaBuT 6912000 Gaiit. Mcnonb3yemsrii Tun namsatd — EMMC umeer pecypc
nopsaka 3 000 mukinoB nepesanucu. O4eBUIHO, YTO 3alKCh BO BCTPOCHHYIO MaMATh KOHTpOJIIepa
C TaKOl NHTEHCUBHOCTBIO MPUBEET K €€ MPEXKICBPEMEHHOMY «3aTHPAHUION.

Kontpomnep cam mnepepacripenenser yxe crépuivecs OJOKHM MaMATH KaK HEHUCIOJIb3yeMbIe,
B CBSI3U C YeM, OCTABIIUKCSH 00bEM OyJIeT MOCTOSIHHO YMEHbIIAThCS.

ITpu HEOOXOAUMOCTH COXpAHEHHUSI APXHBOB ONEPATUBHBIX MMAPAMETPOB HEOOXOIUMO

® apXMBHMPOBAaHUE IMPOU3BOAMTHL Ha BHEIIHWE HOCUTENH HuHpopmamuu — SD-kapThl
n USB-nakonureny;

® apXMBHPOBaTh TNPOMEXKYTOUYHBIE IE€PEMEHHBIE, KOTOpbIE OOBSBICHBI B 3ajgaue
¢ OONBIIMM BpeMEHEeM LIUKJIa, K IpUMepy - 1 MUHYTA;

® apXMBHMPOBAaTh MEAJICHHO MEHSIOIIMECS IepeMEHHbIe (IapaMeTphl), TOJBKO TOT/A,
KOTJ]a OHM M3MEHSIOTCS HJIM CYILIECTBEHHO M3MEHSIOTCS (3alUCh 110 H3MEHEHUIO).

Oxno cpenbl pazpaborku MasterSCADA 4D ¢ snemeHTaMu HAaCTPOWKM apXuBa MPEJCTABICHO
Ha puc. 27.1 n27.2
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Pucynoxk 27.1. OxHo cpensl pazpabotrkn MasterSCADA 4D ¢ snemeHTaMi HACTPOMKH apXuBa
(oO1uii BUI OKHA).

MasterSCADA 4D 1.2: Mpoexr 1

w2 H A -

0= 5

=
+

OcHoBHOM apXWME AaHHbIX

- _Fj] Cucrema

= EHll KonTponnep 1 |:|-+ 06
e
b E.‘ Ipatuuecknil nHTepdeic

Wims OcHoeHol apxvE 4aHHBIX
- E.‘ ApxBSIl

)

= =
OcHoeHORN apxME AaHHBIX MeTin

= . 9
CcHoeHoORN apxiB CIZIIZIELLI,EHI KDMMEHTEPMH

b E.‘ Jagaudn

E.' BHeLHWe kaHankw

E.‘ MpoTokonkl
MakcumaneHei ofbem apa 0
4 E.‘ BesonacHoCTh P

)

Hacrpoikm

()

MakcwmansHoe spema xpad 60.00:00:00

T oo Uncno yaansemex snemente 10000

)

Iy EwdnuoTern Mepuos, YMCTKK apxMES 01:00:00

)

B /medial=dcard

3anuce No MSMEHEHMHD

Pucynoxk 27.2. ®parmentsl okHa cpenbl pazpadorku MasterSCADA 4D ¢ snementamu
HACTPOMKH apXuBa (IepeBO OOBEKTOB ClIEBa U HACTPOWKU apXUBUPOBAHUS CIIPABA. ).
ApXuBUpOBaHHE MTPOU3BOAUTCS 110 H3MEHEHUIO Ha BHEIIHIO SD-kapTy.
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Buemmnsisi mamsath (SD-kapra wim USB-Hakonurtesib), Ha KOTOPYIO MpeanoJiaraercs
NpoOM3BOAUTL APXHMBUPOBaHHE, H0JKHA ObITh oTdopmaTupoBana B ¢opmare FAT3Z,
(OBSIBATEJIBHO  wu3Biaeyena wu3 komnbioTepa BE3OIIACHO!!!) wu  BcTraBiena
B BBIKJTFOUEHHDI!!! konTpo.iep.

YcTraHoBIEHHBIE B KOHTPOJUICP BHEIIHUE HAKOMUTEIW OTpaXkaloTcsi B HacTpoikax Puc. 26.2
u Puc.26.3. Ecau rabaputel USB-HakonuTens mpensTCTBYIOT 3aKPBITHIO KOHTPOJIIEPA, TO CIAEAYET
HCIOJIb30BaTh KaOenb-yATUHUTEIb.

g coxpaHeHHs] pe3epBHOM KOMHMM CIeAyeT HaxaTbh KHONKY «CKadaTbh Pe3epBHYIO KOMHIO»
(cMm. Pucynok 26.1) mociie 4ero OTKphIBa€TCs THAIOroBOe OKHO Puc. 28.

| OmxpsiTue zm3000t_mplc_20190222-103152 tarxzs -

Bl coBupaeTecs oTKpPRITE:

m3000t_mplc_20190222-103152.tar.xz

ABNARLMIACA: ¥z File
M3 http://192.168.76.14

Kak Firefox cnegyer obpabotare 3101 daiin?

& oxpers

@ CoxpanwTe daiin

[ BeinonHaTe asTomMaTMyeckn 4na Bcex galinoe gaHHoro TuNa.

| ok || Ommend

Pucynoxk 28. /lnanoroBoe 0KHO COXpaHEHUs pe3ePBHOI KOMUU.

IIpu nHaxarunm knaBumu «OK» OPOM3BOIUTCS coxpaHeHue aitna. Ilpomecc u pesynbrar
3arpy3Kd MOXKHO MIPOCMOTPETH B OKHE «3arpy3ku» Puc. 29.

e w | Q fouck v In D = N
m3000t_rmplc_20190222-103152.tarxz
[ T X

JcTaBwesca Epema HenwsgectHo — 5,9 ME (40,4 KB/cek)

m3000t_mplc_20190222-102719 tar.xz
B | x
CcTaBwescd BpemA HenseecTHo — 12,9 ME (46,1 KB/cek)

m3000t_mplc_20190222-102659.tar.xz

JagepweHa — 9.5 ME

MokasaTe BCE 3arpy3KK

Pucynok 29. OkHO 3arpy3Ku pe3epBHOM KOIIHH.
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Jl1s BoccTaHOBIIEHUSI PE3EPBHON KOMUU HaXXMMaeM KHOMKY «BOCCTaHOBUTH pe3epBHYIO KOIIHIO»
MOCJIE YeTO OTKPBIBACTCS JUAIOTOBOE OKHO TOWCKAa MCKOMOTO daina u npu aBoiHoM kiuke JIKM
IIPOUCXOJUT €T0 3arpy3ka U BOCCTAaHOBJICHHE PE3EPBHOM KOIHUU.

Axmueuposanue U  u3MeHenue  JuyeHsuu Ha  ecmpoenHoe 110 mpouzeooumcs
npu HenocpeocmeenHom yuacmuu komnarnuu-npoussooumens 110 HHCAT.

Cpena pa3paboTKu, a TaKkKe JeMO-BEpPCHsl Cpe/ibl UCTIOIHEHHs C OTpaHMYEHUEM BpeMeHH paboThl
B peXHME oIpoca MepupepuifHoro o0OpyHOBaHUS U MEXKY3JI0BOro oOMeHa B TEuYeHHE Yaca
MPEIOCTABIISAIOTCSA OECIIaTHO.

AKTHBaIMsl TpPUMEHSETCS JJIi HUCIOJHUTENBHONW CHCTeMbl, paboTaromieil Ha m1r000M
ornepanMoHHoN cucteme, kpome Windows. be3 akTuBanuu HCHOJIHUTENbHAs cucTeMa paboTaer
B eMo-pexume. [Ipu nmoaxioueHuu K cpele UCHOTHEHHUS U3 peaakTopa (cpeabl pa3paboTku) Oymer
BBIIaHO CHCTEMHOE COOOIIeHHEe 00 OKOHYaHMM PAOOTHI B AEMO-PEKMME U MPU HAKATUU KIIABHILIU
«[lomyunts kOm» OyneT BBIBEACHO COOOIIEHHE, COAep)Kalllee KOJ aKTHBAIMH, KOTOPBI BMecTe
C HOMEpPOM JIMIEH3UH (BOCBMU3HAUYHOE YHCIO HAa MapKe Ha MPOIECCOPHOM MOJyje KOHTpOJIIEpa)
Y Ha3BaHMEM OPraHU3alli¥ HEOOXOJUMO OTIPABUThH 110 AIEKTPOHHOMY ajpecy scada@insat.ru Puc 30.
B oTBeT BBl nonmyunTe (aiin A aKTUBALKMN JTUIICH3UH.

!E CucremHbie coobweHua = | = 8
M3000-T : Orxas sHewHwux moaynei ¥YCO
M3000-T : Bpema paboTel gemo-pexuma 3aKkoHUeHO (ONpoc YCTPORCTE OTKAKYEH)
M3000-T : ysen ne aKTMBMpOBaH Mony4WTE Ko, | | AXTHEMPOBATE
M3000-T : Kowndurypauma He coenagaer 3arpy3anTe KOHDWIYpaLW0
M3000-T : WcnonnuureneHan cuctema ycrapena (1.1.12)
B ' CoobweHue = | B e
Mony4eH koA aKTUBALIMK, KOTODLIA CNeyeT Nepenats paspaboTduky OnA NoMyYeHWA KMoYa SETUEALMM.
BMeCcTe ¢ KOOoM CNeayeT CooOWWTE MMA OPraHW3aLKrH M HOMED NALEH2MK (MapEK), H3KMeSHHOW Ha Konuposate | 3akpeits
e yaen. T
Kog: 66383A64633A37613A31313A63303A3338
n 3
CoxpaHuTe B ain OTnpasuTe paspadoTdmKy CTMEHWTE
| \_—
Bazoekle
[MonHanA [NpoekTipo- [Nporpammupo- [pad. 0]
MPUHLANEL crpaska BaHUE EaHUE SITmIIE WHTEpEC paspabor
paspaboTm

Pucynok 30. OKHO CHCTEMHOro COOOIIEHUS 00 OKOHYAHHUHU JIEMO-PEeXHMa M OKHO C KOAOM
AKTHBALIUU.

AKTHUBHPOBaTh TOJIyYEHHBIH K04 BO3MOKHO BO Bkiaake «MPLC» Bkmanku «CepBHCHOE
oOciyxuBaHue» HaxarueM KHonku Jlunensuss Master PLC wu pmanee Ha xnaBumry «Ok»
B OTKpbIBatonieMcs okHe «OtkpbiTre «mplc.key»» Puc. 31.
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M3000-T D oo

s/n M3000-T Release Monesosarenu  Hactpoiikv ceTw  SSL ceptudgmkatel  HacTpoilku EpeMenM  CepeucHoe oBcnykuBadve  WHdopMauus

CHCTEMbI BE3OMACHOCTH

CepBucHoe obcnyxvBaHue

IMpoYre HACTPOHKK MPLC OOHoBNEHUE
-
Crepoitne «mplckey= M
WMHbopmauma o cpeae pa3paboTku: OBHOBUTL
Bel cofupaeTeck OTKpEITE:
Crarye 8] mpckey
AeEnARWMIACcA: key File (128 Gaiir)
MoapobHan nHgopmayua o cpene HefocTyNHa Mepe3: us blob:
Kax Firefox cneayer obpabotars 3101 daiin?
JameqaHne: . -
NMioBble onepaun ¢ pe3EPBHON KOMUENR, 3arpy3Koi NuUeH3NoH i Coxpatiangain
NPUBOAAT K OCTAHOBKE MCTIONHUTEMNBHOM Cpelsl. BEINOAHATE 3aBTOMATUYECKH ANA BCeX (aiinos AaHHOTO THNE,
Muuenans MasterPLC: [0 Ckavatb 34
CKayaTb Pe3epBHYIO KOMWI0 Xz E| BoccTaHOBUTE U3 PE3ePBHOM KOMKUK

Pucynoxk 31. /luanoroBoe 0KHO OTKpbITHSA (haiiyia JINLEH3UH.

5.5.3 Briagka «OOHOBIIEHUEY.
Bxmanka npegHaszHaueHa it OOHOBJIEHMS MPOIIMBKM KOHTpoJuiepa. BHeEMmHM BUA BKIAJAKU
npencranieH Ha Puc. 32.1.

-
P =]}
& vaoo « T——_— LI s o . . e e —— |
v
&« C A Hezawuuweno | 192.168.66.203/bolid web cfg/maintenance o & ¥ O

M3000-T

CMCTEMbI BE3ONACHOCTH s/n M3000-T.Release. Monk3oBatenn HacTpo#kn ceTm  SSL cepTwMkatel  HacTpoikm Bpemenn  CepBucHoe oScnywneaHne  MHcpopmauma

CepBuUcHoe obcrnyKuBaHwe

[Mpoune HacTpoAKK MPLC OBHoBMeHUe

OBHOBWTL NPOLUMBKY YCTPOWCTBA

Buibepute dhaitn  daiin He BuibpaH OTnpaenTs

MepeTawuTe cain

Pucynok 32.1. Briragka «OOHOBIICHHEY

Kontposmep nMeer BO3MOXXHOCTH OOHOBJIEHHSI BEPCHM CBOETO BCTPOSHHOTO IMPOrPaMMHOI0O
obecrieyeHus: («pomMBKKU»). HoBas Bepcus MO3BONSIET pacHIMPUTh (PYHKIMOHAT Hpubopa W/WiH
YCTPaHUTh HEJJOCTATKH UMEIOIIECHCS] BEPCHUH.

CHucoK JTOCTYIHBIX MPOIIMBOK, MX KIIOYEBBIE OCOOCHHOCTH U PEKOMEH/IyeMble OOHOBIICHUS
JOCTYIHBI Ha caiite http://bolid.ru na Brimagke «Ckadarhy CTpaHHUIIBI COOTBETCTBYIOLIETO MPHOOpA.

OOHOBJEHUE MPOIIMBKU OCYIIECTBISETCS uepe3 BeO-uHTepdeiic KoHTpomrepa. B Beb
uHTepdeiice ckauaHHbIN (ailn 3arpyxaercss B KOHBepTep Ha BKiIagke «OOHOBJIEHHE» CTPAHHIIBI
«CepBucHoe obciyxuBanue». HeoOxomumo HaxkaTh KHONKY «O030p», BbIOparh (haill MpOIIMBKH
U HaXaThb KHONKY «OTIPaBUTHY:
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http://bolid.ru/

.

& 3 C A Hezawuueno | 192.168.0.50/bolid_web_cfg/maintenance o B ¥ e

O6HOBNEHWE NPOWKNBKKN

He 3aKkpbiBaiTe cTpauuly Opay3epa
W He BbIKM4aATe YCTPOACTEO

OcTaHoBUTE

10:56

28032019 | |

RU . (e

Pucynoxk 32.2. OGHOBNIEHHE NPOIIMBKY HA YCTPOUCTBE yepe3 BeO-uHTepdeiic

B mpomecce 0OOHOBIEHHUS NPOIIMBKUA HAa 3KPaH BBIBOJAUTCS COOTBETCTBYIOLIE COOOIICHHE
U npoueHT BeimonHeHuss Pucynok 32.3. Ilpomecc OOHOBIEHMS MOKHO OCTAaHOBHUTH, HaKaB
COOTBETCTBYIOILYIO KJIaBUIY «OCTaHOBUTHY.

IIpu ynauHomM OOGHOBJIEHMH MPOIIMBKH MPOMCXOJUT aBTOMaTHYecKas Iepes3arpyska mnpudopa,
Ipu 3TOM CBA3b ¢ mpubopom Tepsercs. Ilocime mnepesarpy3kd NPOUCXOAUT aBTOMATHYECKOE
BOCCTAaHOBJICHHE CBSI3H.
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€& > C A Hezawvuero | 192.168.0.50/bolid_web_cfg/maintenance or B e

QOGHoBMNEHWE NPOLWKWBKK

OOHOBNEHKE NPOLUNO YCMELWHO

Wpet nepesarpyaka

11:11

AU . e i)
[Pt 0T g 02010

=

Pucynok 32.3. O6HOBNIEHHE IPOLIMBKH HA yCTPOUCTBE uepe3 BeO-untepdeiic. [lepesarpyska.

5.6 Crpanuna «Hpopmanus»

Crpannna «MHbopMaius» coOAep UT CBeAeHHs OO0 ammapaTHOM 4YacTh W MPOTPaAMMHOM
o0ecrieyeHMH JTaHHOTO JK3eMIUIsIpa W3JeNIus U ero cepuilHbli HoMep. BHemHMH BHJ CTpaHHIIBI
npeacrasieH Ha Puc. 33.
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& @ @ Hesawpuero | 192.168.66.203/bolid_web_cfg/info B oo v O

M3000-T

CUCTEMbI BE3ONAGHOGTH s/n 333-444-555-T7 Monwsosatenw  HacTpokiku ceTw  SSL cepTugpukaTel  HacTpoiiku BpemeHn  CepeucHoe oScnyxmBanne  MHopmaums

MHdopmayua ob ycTpoicTse

[ara cozgaHuAa npowwmekw ycTpoiictea  01.03.2019 16:44:18

Mogens ycTpoicTea M3000-T
AnnapaTtHas BepcuA yCTpoicTBa lzm 3 04 2017 AZDR 758721 454
CepwiiHbIil HOMep YCTPORCTBa 333-444.555-7

Bepcua nporpammHoro obecneueHus 12099

B4 | |
06032009 |

BEc] . e

(€ [l B]oi]le (™8] D]

Pucynoxk 33. Crpanuna «MHpopmanus»

LS

6 YCTAHOBKA CBsA31

Ilepen TteM, kak NPOBOAUTH JOObIE JIeHCTBUA B CETH LienecooOpa3HO  yOenuThes,
YTO KOHTPOJUIEP U KOMIIBIOTEP HAXOJATCS B OAHOM «IIOJCETW» M MPOBEPUTHh HATMYKE CBSA3M (IIMHT)
MEXY KOMITBIOTEPOM U KOHTPOJLIEPOM.

VYuurteiBas, 4TO 3aBOJCKHE HACTpoilku KoHTposepa 192.168.0.50 xomnproTep N0IKEH HMETh
IP-anpec B numanasone 192.168.0.0 ...192.168.0.250 wuckmouas 192.168.0.50 (310 anpec
KOHTpOJUIEpa, a JBYX OJMHAKOBBIX aJpecoB OBITh HE JOJDKHO) M MacKy mozcetu 255.255.255.0,
Harpumep, Takue Kak npezcTaBieHbl Ha Pucynke 34.
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Ceoiictea: MpoTokon MuTepHera sepoun 4 (TCP/IPv4) @ﬂ—hj

Ofwwme

MNapameTpel IP MOrYT HAZHEYETECA SETOMATHYECKH, ECAM CETE
NoAAEPHMBAET 5TY BOSMOMHOCTE, B NPOTHBHOM CNyYae NapaMeTpel
IP MOMHO NONY4MTE ¥ CETEBOrD SAMMHMCTPATOPA.

() NonyquTe [P-aipec aBToMaTHHECKK

(@ Wone3o8aTe cneaylowmii IP-anpec:
IP-agpec: 192 . 168 . 0 . 100 |
Macka nogceTtu: 255 .255.255. 0

OCHOBHOM WNKo3:

Neny4uTe aapec DNS-Cepeepa aBTOMATHYECKH
(@ Wonone3o8aTe CneqywowKe anpeca DNS-cepeepoE:

MpegnodiTtaemsbiin DNS-cepsep:

AnbTepHaTHBHER DNS-cepsep:

[T NoaTeepanTL NapaMeTpsl Npu Bbixoae

[ Ok ]’ OTtmenHa ]

N

Pucynox 34. CereBoii aapec KOMIbIOTEPA U MacKa MOJCETH

[Moxxany#i, Hamboyiee MPOCTOW CrmOCO0 MPOBEPKH IETOCTHOCTH M KAuyeCTBA COCAMHCHHS —
BOCITOJIb30BaThCsI CIICIUAIbHOM OTHOMMEHHOM yTUIUTOMN «PiNg». s 3Toro He0OX0IMMO BBIMOIHUTE
CIEAYIONUIYIO MOCJIEI0BATENBHOCTD JEHCTBUI:

-Haxate «WIiN+r» u B MOSBUBIIEMCS OKHE «BbINOJHUTB» B 10Je «OTKPBITHY,
cm. Pucynok 35, BBectn «cmdy:

5 — s |
= BeinoAHWTE ‘

g

BeeauTe MMA Nporpammel, NaNk, 40KYMEHTa MK pecypca
MnTepHeTa, koTopble TpeBYETCR OTKPLITE,

OTepbITE: m -

'?E 3To 33paHWE BYLET COAIHO C MPABAMK 3AMUHWCTRATOpE

[0 [ omens ] [0 ] ||

TR W W — - R — _‘

Pucynok 35. OxHO «BBINOJIHUTE»

- Haxath «OK». B mosBuBLIeiics KOMaHAHON CTpoke», cM. PucyHok 36, BBOJUM KOMaHIY
«ping», mpobe u agpec KouTposuiepa «192.168.0.50%:
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-

BN Asmunuctparop: CiWindows\system32iemd.exe |ilﬂlﬂ—hj

Microzoft Windows [Vewrsion 6.1.76011]
Cc?» Kopnopauwsa Madkpocoor (Microsoft Corp.>,. 200%. Bce npasa 3auMueHm.

C:slUsersskuznetzoviping 192168 .0.50_

Pucynok 36. OkHO «AJIMUHUCTPATOP

- HaxumaeM «Entern u nmomyyaem HHGOpPMAIUIO IO HAJTMYUIO U KaUYeCTBY CBS3H, M. Pucynok 37:

B AgmuHuctpatop: CAWindows\system32iemd.exe |5|E|i-J

Microzoft Windows [Vewrsion 6.1.76011]
Cc) Kopnopauws Mavkpocoor (Microsoft Corp.>,. 200%. Bce npasa 3auMueHwm.

C=~Usersskuznetsoviping 192.168.0.50

naketamd ¢ 192 .168.0.50 no c 32 sadWTamMH DAaHHMX:
ot 122.168.0.50: yucao ealt=32 eppema=lmc TTL=64
or 192_168.0.50: yucao saiT=32 epema<imc TTL=64
or 172.168.0.50: yucao salt=32 eppena=lmc TTL=6C4
or 192_168.0.50: yucao saiT=32 epema<imc TTL=64

CratucTuka Ping pan 192.168.0.50:
MakeToe: oTnpasAeHo = 4, NoOAY4YeHO 4, notepAadHo = 0

(¥ notepbl}
[PUEAMIHWTEABHOE BPEMA NPpHEMA—TNEPENLAYM MC =
MuHumaabHoe = [mcer,. MakcumasabHoe 1 mcex, CpenHee = 0 mcek

C:slszersskuznetzov

Pucynok 37. OxHo «AnmunucTpaTtop». CTaTuCTHKA OOMEHA MaKeTaMHu.

Kak Buaum, U3 4eTbIp€x OTHpPaBICHHBIX 32-X OalTHBIX MAKETOB HU OJIMH HE MOTEPSICS, a BpeMs
OXKHJaHMs - 1 MMIUIMCEKYHA BIIOJHE IPUEMIIEMOE.

6.1 YcranoBka cBs3u o unrepdeiicy Ethernet
[Ipu ycranoBke cBsi3u mo uHTepdeiicy Ethernet B mporpamme «PUTTY» HeoOXomumo ykasaTh
IP-anpec kouTposiepa (cM. Puc. 38) u Haxare kHOTKY «Openy.
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B o I ===
Category:

= Sgssiun Basic options for your PuTTY session

- Ten I_.cuglging Specify the destination you want to connect to
Tmlé;:tunard Host Mame (or IP address) Port
- Bell 192.168.0.50] 2
- Features Connection type:

= Window Raw Telnet Rlogin @ S55H Serial
;;ppea@nce Load, save or delete a stored session
- Behaviour
. Translatian Saved Sessions
- Selection
- Colours .

Default Settings

—I- Connection |ﬂ|
- Data | Save |
- Proxy == |
- Telnet | Delete |

Rlogin
+- 55H
""" Serial Cloze window on exit:
Always Mewver @ Only on clean exit

About | | Help | | Open | | Cancel | I

Pucynok 38. Beog IP-anpeca konTposiepa

B otkpsIBaromieMcsi OKHE MpH MEepBOM MOIKIIOUEHHHM BBIBOAMTCSA COOOIEHHE O BO3MOXKHOM
yrpose 6e3omactoctu (Cm. puc. 39). Jlis mpomonkeHus Mpolecca YCTaHOBKH CIeIyeT HaxaTb «Jlay.

EP 192.168.0.50 - PuTTY o B X

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 ba:f5:6c:ee:2b:81:e9:ef:e2:€3:55:95:42:3b:86:4a
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Pucynok 39. CooOmieHre o BO3MOXHOM yrpo3e 6€301macHOCTH.
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Ha skpaHe MOHHTOpA MOSBUTCS TEKCTOBOE OKHO JUIs BBOoja joruHa (cMm. Puc. 40). ITocne BBoma
JIOTHHA TTOSIBUTCSI TEKCTOBOE OKHO JIJIst BBOJIa mapoJist (cM. Puc. 41) u cucteMa 3anpocuT BBOJI TTAPOJIS
(6e3 0TOOpaXKEHHST BBOAUMBIX CHMBOJIOB ITApPOJIs).

[ & 192.168.0.50 - puTTY EE——™

L S = = —

Pucynok 40. OkHO BBOJA JIOTHHA.

Pucynok 41. OxHO BBOJa MapoJis.

6.2 YcranoBka cBsizu o untepdeiicy RS232-D yepez COM-nopt
[Tpu ycranoBke cBsi3u no uarepdeiicy RS232-D yepes COM-nopr:

— B auporpamme «PUTTY» BeIOpath THIT coenuHeHus «Serialy,
— B paszene «Serial» BeiOpaTh HacTpoiiku: 115200 8; N; 1; (cm. Puc. 42),
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— B paszene «Sessiony Beectu Homep COM-mopTa, K KOTOPOMY MOJKJIIOYESH KOHTPOJLIED

(cm. Prc.33) u HaxxaTh KHOMIKY «Openy.

i ﬁ PuTTY Configuration » u |

Categany:
B- Sgssiun Options controling local seral ines |

i Logaing Select a seral line

- Keyboard Senal line to connect to COoM14

- Bell

- Features
=) Window Speed (baud) 115200
- Appearance
- Behaviour
- Translation Stop bits

g
1
- Selection Pari
- Colours arty

Corfigure the serial line

Diata bits

- Connection Flow control HOMNHOFF -

About [ Open l l Cancel l

Pucynok 42. Ycranoska napamerpoB COM-miopra

B oTkprpiBaromeMcsi OKHE YCTaHOBHTH TapaMeTpbl COeMUHEeHHs corjacHo Puc. 43 m Haxath

«Openy.
i B
#2 PuTTY Configuration . ﬁ
Category:

=- S_ession | Basic options far your PuT TY session |
: - Logging Specify the destination you want to connect to
=]~ Terminal o

... Keyboard Serial line Speed

. Bell ComM14 115200

- Features Connection type:
= Window () Raw () Telnet ) Rlogin () 55H @) Serial

:ppea!ance Load, save or delete a stored session

- Behaviour

... Translation Saved Sessions

- Selection

- Colours :

Default Settings

[=- Cannection ban

- Proogy

- Rlogin

(- 55H

- Senal Close window on ext:

() Mways () Mever @ Only on clean exit
About [ Cpen l [ Cancel

[

Pucynok 43. YcraHoBka mapaMeTpoB COCTUHEHUS
Haxatp «Openy.
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[Tpu 3amycke KOHTpOJUIEpAa B OTKPBIBAIOIIEMCS OKHE IMOSBIISIOTCS CITy)kKeOHas WH(pOpMaIus
U IHAJIOTOBOE OKHO JuIss BBoja JjoruHa (cM. Puc. 44), mapons (cm. Puc. 45). Ilocnme 3arpys3ku
KOHTpOJUIEpa aBTOMATHUYECKas Bblaya HH(GOPMAIMH B IOPT MPEKPAIIaeTCsl.

EP me [rect@bolid-m3000tl/opt/mpled = B X

Pucynoxk 44. OxHO BBOJIa JIOTHHA.
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art mEi

me [root@bolid-m30001/opt/mplct [E=REER

Pucynok 45. /TuanoroBoe okHO /75t BBOJA MapOJIst

6.3 C6pOC Ha 3aBOJICKHUC YCTAaHOBKHU U CIICHUAJIBHBIC PCIKUMBI BKIIFOYCHH, c6poca " 3arpys3Ku
B KOHTPOJIJIEPEC IMPEAYCMOTPEHA BO3MOKHOCTH HU3MCHCHUSA HCEKOTOPBIX KOHq)HrypaHHOHHLIX

napaMeTpoB MpHU MOMOIIM Habopa KOMOMHAIIMKM KOPOTKUX U JJIMHHBIX HAXKaTUH JaTUYMKa BCKPBITUS
KopITyca (Tamrepa), pacroioKeHHOT0 Ha IiaTe:
— JlnuaHOe Haxatue (THpe Wi «1») — 3TO yIepkaHHe JaT4uKa BCKPBITHS KOpITyca
B cocTosiHuu «Haxaro» B Teuenue 6oiee 0,5 cex, HO MeHee 6 Cek.
— KparkoBpemenHoe Haxarue (Touka wim «0») — 3TO yaep)KaHHE TamIiepa B COCTOSHUH
«Haxxato» B Teuenue 0,02...0,5 cek. [layza Mexay HaXKaTHUSAMH JTOJKHA OBITH HE MEHEE
0,02 cek.
— He naxatoe B TeueHue Oosnee 2 CeK. COCTOSIHME TamIiepa siBIIs€TCS MPU3HAKOM KOHIIA
Habopa KOMOMHAIINY.
— Haxaroe 6oee 6 cex. cOCTOsIHME TamIlepa aHHYJIMPYeT KOMOWHAIMIO HaXKaThH.
Jnst cOpoca HacTpoeKk HeoOXOMMO MPH 3aITyCKe KOHTpOoJIIepa I0KAAThCs Havala
«TIEPEMUTUBaHUM» CBETOINO0N10B «PaboTa» n «232D» 3en€HbIM LIBETOM, U MIPOU3BECTH
KOMOWHAIIMIO HAKATUN «THPE» U «TOUYKA» TAMIIEPOM.
[IpenycMoTpeHsI clieyrolye BapuaHThl BKIIOUEHHs U cOpoca mpudbopa TaMIepom:
- IIOJIHBIN cOPOC K 3aBOJCKMM HACTPOMKAM: «TOYKA» - KTOUKA» - KTOUKA» - «TUPE» - KTUPE -
«TUPE» - KTOUKA» - «TOUYKA» - «TOUKa»
- cOpoc ceTeBBIX a/IPeCOB HA 3HAYCHHS, YKa3aHHbIC B HHCTPYKIHH: - KTHUPE» - KTUPEY -
«TUPE» - KTOUKa»
- cOpoc mapoJist BjajeJiblia Ha 3aBOJACKOE 3HAYCHHE. «TUPE» - KTUPE» - «TOUKA» - KTOUKA» -
«TUPE» - KTUPE» - «TOUKA» - «TOUKa»
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Taoauna 10. CnienmanbHbIe pEKUMBI BKIIOUEHHUS, COpOCca U 3arpy3Ku

KomOuHanus HaxkaTuili Tammnepa Pexum
000111000 MOJIHBIN cOPOC YCTPOMCTBA K 3aBOJACKHM HAaCTPOHKaM
1110 cOpOC CeTeBBIX aJPECOB HA 3HAUCHUSI, YKa3aHHBIC B
UHCTPYKIIUU
11001100 cOpoc mapoJs BiIajeNblia Ha 3aBOJCKOE 3HAUCHUE

7 KOHOUT'YPUPOBAHUE

7.1 Ucnosib30BaHMe N0 HA3HAYCHUIO

Ilepen  ucnonb3oBanumem  IIJIK  HeoOxoaumo  3amporpamMmupoBarh, T.€.  CO3/1aTh
NOJIb30BATENbCKYIO TporpamMy. Co3laHHAs IOJIb30BATENBCKAs MPOTPaMMa, MOXKET OBITh COXpaHEeHa
B sHeproHezaBucuMon Flash-nmamstu xoHTpoiepa u 3amycKaThCsi Ha BBIMOJIHEHUE TI0CIIE BKIFOUYECHUS
NUTaHus WK nepesarpys3ku. [IporpammupoBanue ocymectisiercs: ¢ nomompio [10 «MasterSCADA
4D», KOTOpOe MOXKHO CKa4aTh Ha caiite Www.insat.ru . Jlns cBsi3u cO Cpeioil mporpaMMHUPOBAHHUS
ucnonb3yercs uutepdeiic koutposiepa: Ethernet. Axruarnus nunensuu [10 «MasterSCADA 4Dy
NPOBOJUTCS  COTPYJHMKAMHU TEXHHUYECKOW momnepkku kommanuu «Mucat»  (Www.insat.ru)
10 JIMIIEH3UOHHOMY KIJIIOUY, PacIOI0KEHHOMY Ha MPOLIECCOPHOM MOAYJIE KOHTPOJLIEpa.

7.2 VI3MeHeHne HadaIbHOW KOH(UTYpali KOHTPOJUIepa

N3menenne xoHpurypamun u nporpammupoBanue [IJIK mpoumsBomutcs B cpene pa3paboTKu
«MasterSCADA 4D».

7.2.1 Pabota ¢ onepanioHHON crucTeMoi Linux B KOHCOEHOM PEXHME.

Jliise KOHCONIBHOTO JOCTyna K cucreMe Linux mcnomb3yercs mopt 232D. lns BBoma KOMaH/
MOJIOUIET Jr00asi TepMUHAIBHAs TIporpamMma, Hampumep, «PUTTY». Jlns nmoakmoueHnus He0OX0uMO
3a/1aTh CJIEIYIOILUE CETEBbIE HACTPOUKH MOCIIEI0BATENLHOTO MOPTa:

e Cxopocrts (6uTt/c): 115200;
e burtnl ganubIx: §;

e UYernocts: Her;

e CronoBble OUTEL: 1;

e VnpasneHue notokom: Her

JlaHHBIA  OTAaMOYHBIA IMOPT TMO3BOJISIET OTCIECKWBATh JUATHOCTHYECKYIO WH(POPMAIUIO
KOHTpOJIJIEpa B MpOIecce 3arpy3Ku: CETEBbIE HACTPOMKU, BEPCHUIO MPOIIMBKH, 0OBEM MaMATH U T.J.
Takxe cylecTByeT BO3MOXHOCTh JocTyna K KoHcoiau Linux mno wunHtepdeiicy Ethernet ¢
ucnonb3oBanueM mpotokoia SSH. Jloctym ocymectBusiercs o [P-agpecy KoHTpoIiepa u mopTy «22.

KoHconpHBIN g0CTYN T103BOJISET pabOTaTh CO BCTPOSHHOMN ONEPAIIMOHHONW CUCTEMOW HAMPSAMYIO,
UCIIOJNIB3Yysl KOMaHJIbI OTNEepaIMoOHHON cucteMbl Linux. J[ist BXOga B KOHCOJBHBIH PeXHUM TpeOyeTcs
noknarbest monHoM 3arpy3ku IIJIK, mocie wero B TepMHUHAIBHOW TporpamMme Haxkath «ENtery.
[TosiBUTCST OKHO, B KOTOPOM CIIE/TYET BBECTH:

B 0J1¢ BBOIa jjoruHa «loginy: «root» (mo ymomgyanuto) («adminy B http(s)),
B T10JIe BBOIa TapoJist «Passwordy: p@sswOrd1234 (mo ymon4aHuo).

[TonHbBIN TEpedeHb KOMaHI U Oojee MOoAPOOHYI0 MH(POPMAIUIO 00 WX HCIIOIH30BAHUH MOXKHO

HaWTH Ha caiTe pazpaborumka: https://busybox.net/downloads/BusyBox.html.
7.2.2 I3MeHeHne BEPCHH TPOTPaMMHOTO 00ECTICYCHHUSI.

H3MmeHeHne BepcUM MPOrpaMMHOr0 oOOecnedyeHHs KOHTpOJIepa MPOM3BOAUTCA M3 OKHA
Ba6-0pay3epa (Cm. m. 5.5.2 «OOHOBIEHHMe» HacTosmmero PykoBojacta). M3MeHeHuwe Bepcuu
MIPOTrpaMMHOTO 00€CTieueHHs] KOHTpoJuiepa ¢ wucmoiab3oBanueM CD-kapTouek, kak 3TO ObLIO
B IIPEJIBIIYIIUX BEpCUsiX, OoJiee He MOAIEePKUBAETCS.
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8 IPOBEPKA PABOTOCIIOCOBHOCTH
CaMonMarHocTHKa  OCHOBHBIX  Yy3JIOB  KOHTpOJUIEpa  NPOM3BOAUTCS  AaBTOMATHYECKHU

MU BKIFOYCHUU KOHTPOJIIEPA WIIK TIOCIIE BBITOJHEHHS KOMaH bl «COpocy.
e [IpousBecTu BU3yalbHBII KOHTPOIIb PA0OOTOCIIOCOOHOCTH KOHTPOJLIEPA.
e VYO0eauThCcs B IOCTOSTHHOM CBEYCHHHU CBETOMOa «PaboTay, 4To CBUIECTENBCTBYET O HATMYHH
HAIPSHKCHUS TTUTaHUS U €70 COOTBETCTBHH HOPME.
e VYOeIuThCs B MUTAIOIIEM PEKUME CBETOIMOIOB aKTUBHBIX MTOpTOoB RS-485 mpu oOmeHe.
e [lpu moxkiroueHuu moprta Ethernet momkna OBITH CBETOMWOIHAS WHIMKAIMS Ha pa3bEme
Ethernet (ipu ycranoBKe COOTBETCTBYIOIIUX CETEBBIX HAcCTpoek 192.168.0.1/24).

9 TEXHUYECKOE OBCJIYKUBAHUE U PEMOHT
PaboThl 1O TEXHHWYECKOMY OOCIY)KUBAaHUIO BBINOJHAIOTCA HE pexe 1 pasa B rox

00CITY)KHBAIOIIUM TIEPCOHAIIOM, UMEIOIIIUM TPYIIITY 3JIEKTPOOE30IIaCHOCTH HE HIKE 3.
TexHuueckoe OOCITY)KHMBaHHE KOHTPOJUIEpA MPOU3ZBOJAUTCSA IO ILIAHOBO-TIPEIYNPEIUTSILHON
crCTeMe, KOTOpasi MpeIycCMaTpuBacT T'OJ0BOC TEXHUYECKOe oOcCiy:kuBaHHE. PabOTHI MO IIaHOBOMY
TOZI0OBOMY TEXHUYECKOMY OOCITY)KUBAHHIO BKIIFOYAIOT B CEOS:
® [IPOBEPKY BHEIIHETO COCTOSHUS KOHTPOJLIEPa;
® TIPOBEPKY PabOTOCIIOCOOHOCTH COTJIACHO 1.8 HACTOSIIIETO PYKOBOJICTBA,
® IPOBEPKY HAAEKHOCTH KPEIUICHUS KOHTPOJUIEpA, COCTOSHHS BHEIIHUX MOHTQKHBIX
IIPOBOIOB, KOHTAKTHBIX COCAMHCHHMIA;

® IPOBEPKY OCTAaBIIErOCs pecypca MaMsaTH IO 3alUCH COIVIACHO TyHKTa 5.5.1 Hacrosiero
PykxoBopacTa (B mpenenax ot 10 1o 90%);

e B CiIydae KpUTUYHOCTH MApaMEeTPOB U TUHAMHUKY YMEHBUICHHUSI pecypca MaMaTh He0OX0IUMO
WIH YMEHBIIUTh CKOPOCTh, W/WJIM YMEHBIIUTh OOBEM W/WIM MECTO apXUBHPOBAHUS
B COOTBETCTBUU C PEKOMEHIallMsAMU MyHKTa 5.5.1 HacTosmero PykoBoscTaa.

BHUMAHMHE!

IIperensun 0e3 NpUIOKEHHNS AKTA NPEANPUATHE-U3TOTOBUTEIb HE IPHHUMAET.

Bbixon kKoHTposiepa U3 CTpOsi B pe3yibTaTe HECOONIOeHHUs MOTpeOUTeNeM MpaBUil MOHTaXa
WIN 3KCILTyaTallid, B TOM YHCJIE B YCJIOBUSX IOBBIMICHUS M3HOCA MAMATH B Pe3yJbTaTe OOJBIIOr0 YHcia
OBICTPBIX Ollepalii COXPaHEHUs] ApXUBOB, HE SIBISIETCS OCHOBAHHMEM JUIs peKJIaMalliy U rapaHTHHHOTO
pEMOHTA.

BHUMAHHE!
He npITaiiTech CHATH NEYATHYIO IJIATY KOHTPOJLIEPA, 3TO aBTOMATHYECKH AHHYJIMPYeT
rapaHTHiiHbIe 00513aTe/IbCTBA.

Pexnamarum HanpaBisTh MO aapecy:
3A0 HBII «bomny, Poccus, 141070, MockoBckast o6macts, r. Koponés, yi. [Tnonepckas, 4.
Ten./bakc: (495) 775-71-55 (mHorokanasbHbI). E-mail: info@bolid.ru

[Ipu 3aTpyaHeHUIX, BOSHUKUINX MPU SKCIUTyaTallud KOHTPOJUIEpa, peKOMEHAyeTcsl oOpalaThes
B TEXHHUUYECKYIO TOJJCP)KKY 10 MHOTOKaHAJIBHOMY Tenedony (495) 775-71-55, unu 1o 371eKTPOHHOK
noure support@bolid.ru.
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10 BO3MOXXHBIE HEMCITPABHOCTHU U CITIOCOBbI UX YCTPAHEHUSA

[TepeueHb BO3MOKHBIX HEMCIPABHOCTEN U CIIOCOOOB ycTpaHeHusl puBeAEH B Tabnuie 11.

Ta6auna 11. Bo3MoskHbIe HEUCTIPABHOCTU U METOIbl UX YCTPAHEHUS

HaumenoBanmne HECHUCIIPABHOCTH

BeposiTHasi npu4YuHa

Croco0bI ycTpaHeHHs

1)

IIpu monxmroueHn” K ceT «12By»
pUOOpP HE BKIIOYACTCS.
Muaaukatopsl Ha JIMIIEBOM NaHEI!
BBIKJTFOYEHBI

Her HaIpsOKCHUA TUTaHUA

[IpoBepuTh HaNMMYNe HAMIPSKEHUS

2)

Ipu moaxmouennu K cetu Ethernet
HET JIOCTYIa K KOHTPOJIEPY B OKHE
Opaysepa

1) HenpaBuibHO BBICTaBICH
IP-ampec.

2) TIpoekT moss30BaTeN sl HE
3arpy»KeH B KOHTPOJLIEP.

1) IToaKITIOUUTBCS K KOHTPOJLIEPY
o nopty RS232D u BhICTaBHTH
IP-anpec

2) COpOCHUTD CEeTeBbIC HACTPOUKU
3) 3arpy3uth B KOHTPOJLIEP
IporpaMMy TOJIB30BATEIS

C BU3yaJu3aluen

3) Ilpu noakirouenuu k cetu Ethernet
HET JI0CTyNa K KOHTposuiepy B okHe | Mcmonb3yercs Opaysep Internet | IToAKIIOUUTECS UCTIONB3YS
Opaysepa, JOCTYIl y CTPAHHUIIBI explorer opaysep Mozilla/Google Chrome
CETEeBBIX HACTPOEK paboTaer.
HemnpaBuiibHO BBICTaBIICHEI
4) OtcyTCcTBYeT HHAMKALUS OOMEHa [TpoBepuTh HOMEpa MOPTOB

mopta RS485

HOMEpa MOJKITIOYCHHBIX
MIOPTOB

B IIPOCKTE

11 TPAHCIIOPTUPOBAHMUE, XPAHEHUE, YTUJIN3ALUSA
e B TpaHCHOpTHOM Tape KOHTPOJIEPHI MOIYT XPAaHUTHCA B HEOTAIUIMBAEMBIX CKIIAJCKUX

NzroroBurens

MOMEIEHUAX MpU TEMIIEpaType OKpyXkaromero Bo3ayxa or muHyc 50 mo + 50 °C
Y OTHOCHUTEJIbHON BIIAXXHOCTH 110 95 % npu Temnepatype +35 °C.

KonTposuiepsl JOMKHBI XPaHUTHCS B MOTPEOUTENBCKOM Tape B OTAIUIMBAEMBIX CKIIQJACKHX
MOMEIEHUAX NpU Temneparype or mnoc 5 a0 mioc 40 °C ¥ OTHOCUTEIBHOW BIAXKHOCTH
1o 80% mpu temneparype +20 °C.

YTunuszanus KOHTpoJulepa IPOU3BOJUTCS € YYETOM OTCYTCTBHS B HEM TOKCHUYHBIX
KOMIIOHEHTOB.

ConepxaHue JparolieHHBIX MaTepHajoB: He TpeOyeT yu€Ta NpH XpaHEHWH, CIHCAHUHU
u yriwusaiuu (. 1.2 TOCT 2.608-78).

ConepxaHue IBETHBIX MeTasioB: He TpeOyeT ydéra NpU CHOUCAHUU U JajbHEUIIeH
YTUIN3aLUU U3ENHSL.

12 TAPAHTHUHU U3TI'OTOBUTEJIA

rapaHTupyecr COOTBCTCTBHUC TpC6OBaHI/IHM TCXHUYCCKUX YCJIOBI/Iﬁ

npu CO6J'IIO,Z[CHI/II/I HOTpCGI/ITCHCM IpaBUJI TPAHCIIOPTUPOBAHUA, XPAHCHUSA MOHTAXKa U SKCILTyaTalluu.

["apaHTUitHBIN CPOK 3KCIUTyaTanuu — 18 MecsueB co JHS BBOJA B KCIUIyaTallio, HO He Ooiee

24 MCCALCB CO JHA BBIITYCKA U3TOTOBUTCIICM.
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13 CBEAEHUS O CEPTU®UKALUU U3AEJIUA

13.1 Kontponnep mnporpammupyeMbiii jgoruwdeckuii «M3000-T HWucat»
AILJIP.421455.003 COOTBETCTBYET TpeOOBaHUAM TP TC 020/2011
«ONEKTPOMarHiuTHasE COBMECTUMOCTh TEXHUYECKHX CPEJICTB» M MMEET JeKIapaluio
o coorBercTBHH EADC Ne RU-J] RU.PA03.B.04350/21.

13.2 [Ipou3BoJICTBO  KOHTPOJUIEPOB  HMMEET CepTU(PHUKAT  COOTBETCTBHUS
I'OCT P 1CO 9001. Ceprudukar cooTBeTCTBHS pa3MmelicH Ha caiite http://bolid.ru
B paznene «O KOMITaHUM.
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INPHJIOXKEHHUE A

I"abapuTHbIe U ycTaHOBOYHBIE pazMepsl KoHTposuiepa «M3000-T Uucar»
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IMPUJIOKEHUE b

CxeMbl BHEIITHUX NOAKIIOYECHUN

[E oL

C2000-Hub

xT2 XT3 XT4 ATE XT1 i EA ]
Al Bl Gi|A2 B2 G2|A3 B2 GI[A4 B4 G4|RX TH GND[+U1 GND +U2 GND|

B e

RS-485

RS-485

RS-485

R&-485

XS2 — pa3béM gns nogkniodeHunsa Ethernet-kabens;
XS3 — pasbem ansa nogkntoveHna USB-HakonuTens;
XS4 — cnoT ang nogkntoveHus SD-kapTol.
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RS-232D

QCHOBHOW MCTOYHMK MKT.

+ UJ

0B

PUAM-12(24)

PesepBHEIA MCTOYHMK MUT.

+ 1
0B

PUM-12(24)
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